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1. Introduction

he balance between rural and urban populations has shifted in favor of
I exponentially increasing urban populations around the world. As a result,
cities have become difficult places to live and manage. Therefore, in
today’s cities, it is crucial to improve the quality of life. It is therefore imperative
to design or update cities based on sustainability goals. As per UN estimates,
68% of the world’s population will live in cities by 2050 (UN, 2018). There are
many negative outcomes associated with population growth in cities that affect
citizens, the economy, the ecology, and the environment, such as environmental
pollution, waste management problems, epidemic diseases, stress-related
health problems, traffic density, and difficulty in citizen participation (Zhang
et al., 2016). A holistic approach is necessary to achieve sustainability goals
today rather than focusing on each management domain individually, such as
energy, mobility, food supply, security, and participation (Pera, 2020). Thus, it
is necessary to take advantage of new technologies in the management of urban
systems (USs) and their subsystems.

As determined by 18 indicators and 48 sub-indicators, the 2022 digital
cities index (DCI) ranks Copenhagen, Amsterdam, Beijing, London, and Seoul
as being the most digital cities in that order (DCI, 2022). Through technology,
urban dwellers in these cities can increase benefits and reduce the harms
associated with urbanization (Faldi et al., 2022).

“Smart cities (SCs), one of the hottest discourses of today, use models
designed for this purpose and powered by the internet of things (IoT), big data
(BD), and cloud technologies (Inkinen et al., 2019). SC models provide a means
of achieving sustainability goals that are at the top of many city administration

175
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agendas, to improve the quality of urban life, and to reduce environmental
impacts (Wu, et al., 2021).

The problem in this study is that the current USs are struggling to cope
with the needs of the ever-increasing urban population. The purpose of this
study is to explore how loT technologies can be deployed in urban systems to
make cities more livable.

Additionally, there are several obstacles that prevent the widespread
adoption of SC models. Among them are the security of the vast amount of data
collected and analyzed, the financial cost that urban governments must bear to
invest, and the unwillingness of municipal governments to support stakeholder
engagement (Khan, 2022).

The research is limited to five USs: smart government, smart environment,
public health, and well-being, public safety and security, and urban mobility.
The following research questions were designed in this context:

Q1: What are IoT technologies, and how do they work?

Q2: What are the applications of [oT technologies in urban systems, and
how do they benefit?

Q3: Which weaknesses are associated with IoT technologies used in urban
systems?

Accordingly, a literature review was conducted in the context of [oT and
IoT technologies that may be used in USs. The design of this study is represented
in Figure 1.
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In the conclusion, a roadmap for utilizing [oT technologies in the USs is
outlined, and ongoing uncertainties are discussed regarding urban IoT.

2. Literature Research

The Smart City (SC) concept is all about creating urban environments with
higher quality and a sustainable structure by combining [oT, big data, and cloud
technologies (Inkinen et al., 2019). For this purpose, IoT devices, such as sensors
and cameras, collect data, which is then analyzed by BD technologies and stored
using cloud technologies. A SC model is designed to address the needs of a city
and include the necessary USs (Noori et al., 2020). Vehicles, structures, and
even systems used in-house are all interconnected in SC models. City dwellers
use their smartphones, vehicles, and screens at home to access these systems.
Thereby, a more interconnected environment reduces the negative effects of
urbanization as well as energy costs. Governments are thus able to create more
livable environments and achieve sustainability goals (Caird, 2018).

This study concentrates on IoT technologies underlying SC models. In the
literature research section, [oT will first be explained, and then loT technologies
will be discussed in the context of USs.

2.1. Internet of Things

This section will explain how the Internet of Things (IoT) functions
and how it interacts with other technologies. IoT is built on the principle of
“interconnection of all things” (Wang et al., 2013). IoT systems are intelligent
systems with features like perception, identification, and BD computing
capabilities. IoT is the technology underlying a system in which all physical
devices are connected to a network via sensors and software, which is managed
by a central server, allowing everything connected to the network to be
monitored, controlled, and data to be transferred (Hamdan et al., 2022). The
widespread adoption of IoT technologies is seen as evidence of the third scientific
and technological revolution’s power (Feki et al., 2013). The loT technology is
currently connected to more than 10 billion devices, with that number expected
to increase to 27 billion by 2025 (State of IoT, 2023). Providing seamless
connectivity between embedded devices, people, processes, and objects, [oT has
become one of the most important technologies in the 21st century. Each gadget
connected to the network has its own IP (internet protocol) address, so they can
all see each other, communicate, and exchange data (Cirani et al., 2015).
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Developing an IoT architecture to meet a variety of needs requires a
complex system due to the number of devices, layer technologies, and services
involved. To utilize the Internet of Things, sensors are needed to determine the
status of people and devices, as well as software architecture and networking for
processing and transmitting the data to the appropriate location, and analytics
tools for automating and predicting behavior (Silva et al., 2018).

Transducers, microcontrollers, transceivers, and power are needed in
these systems for the sensors to function. Microcontrollers then process and
store the electrical signals that sensors convert from physical sensations like
pressure, vibration, motion, humidity, temperature, or even human or animal
body functions. As soon as the transceiver receives a command from the central
server, it acts both as a transmitter and receiver, transmitting the stored output
for analysis. [oT stores, shares, and analyzes data generated by embedded
devices on a central cloud server. Using their smart devices, users can access
this data anywhere (Wu et al., 2020). IoT architecture relies heavily on data.
10T uses cloud technology to collect, analyze, and process BD. The complexity
of data collection and storage in data-driven processes makes traditional tools
insufficient. Data collected through big data technology can therefore be
processed and analyzed (Chui et al., 2019). Technology like CoAP (Constrained
Application Protocol), EXI (Efficient XML Interchange), 6LoWPAN (Low-
Power Wireless Personal Area Networks IPv6), and network architectures are
used in [oT applications (Silva et al., 2018).

2.2. Incorporating IoT technologies into Urban Systems

Incorporating IoT into urban systems due to this, collecting, storing,
processing, analyzing, sharing, and making meaningful data is a challenging
task for SCs (Nuaimi et al., 2015).

Systems theory explains how interconnected and independent elements can
work together to achieve a common goal (Baecker, 2001). The USs approach
aims to solve the complexity in cities by applying the logic of systems theory.
According to the USs approach, the city is not seen as a whole system by itself,
but as a system composed of many different systems such as urban traffic,
housing, education, and management (Michiel van Meeteren, 2019).

The primary goal of a city is to provide a healthy environment for the well-
being of society. As cities develop, air and water quality, waste management,
and recycling systems are adversely affected, posing a health risk (Goldstein,
1990). Thus, urban planning should take into consideration not only each US
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individually, but also their interrelationships. Designing, monitoring, managing,
and developing these complex systems with a dense flow of people, data, and
goods is difficult with conventional systems (Chen, 2008). As aresult, SC models
work with IoT technology to detect this complex structure and communicate
and exchange data (Humayun et al., 2022).By using deep learning (DL), BDA
algorithms, and digital twin technologies (DT), SC models optimize data-based
decision-making and USs (Al Nuaimi et al., 2015).

Through IoT, machines, automation devices, sensors, actuators, radio
frequency identification (RFID) tags, smartphones, and other smart appliances
are linked together to allow cities to optimize their use of resources, improve
efficiency, and enhance citizen quality of life (Martins et al., 2021). By using
10T in SCs, urban governance capacity can be improved, and traffic congestion
and environmental pollution can be reduced. Devices based on IoT can
provide real-time data in various areas, including governance, public health,
mobility, energy management, safety, and security in cities. This can both
provide economic benefits and reduce negative environmental effects (Bruno
and Fontana, 2021). With the IoT, urban life can be made more convenient
and smarter for city administrations and residents alike. The city with the
most developed IoT infrastructure (Smart Infrastructure) today is Shanghai,
followed by New York, Toronto, Seoul, and Shenzhen (Smart Cities Market,
2023).

The research is limited to five USs: smart government, smart environment,
public health and well-being, public safety and security, and urban mobility.
This section discusses how IoT technology can support these 5 USs and how
they can benefit society.

Smart Government:

With Urban IoT, municipal services can be better delivered and local
management improved. As part of SC models, city governments must adopt
a communications, information, and technology platform as an initial step
towards making the management system transparent, accessible, and fast (Yaghi
and Al-Jenaibi, 2018). Government-driven mobile applications and web portals
should be developed so that citizen participation in law-making and resolving
local issues may be encouraged (Clement et al., 2022).

By integrating IoT technologies into city management processes, (1)
citizens will have the opportunity to participate in matters such as health,
social support, housing, education, and law enforcement. (2) New policies
can be introduced for the benefit of citizens to improve government services.
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(3) Operations can be more efficient, data can be used more effectively, and
management environments can be strengthened (Nesti and Graziano, 2020).

Smart Environment:

Integrating IoT technology into SC models can optimize energy use and
facilitate waste management. Thus, urban economic development as well as
urban environment quality development are possible. Urban IoT enables easy
monitoring of air quality, noise levels, and weather. Through IoT technology,
it is possible to identify and manage pollution sources and potential risks,
thereby ensuring a more sustainable city. Incorporating smart meters, smart
grids, and energy management software into urban IoT systems allows real-
time monitoring, optimization of energy use, and a reduction in carbon footprint
(Guo et al., 2022).

As part of this research, six headings are presented that highlight the
benefits that can be obtained in the area of smart environments using urban
IoT. (1) The implementation of the Advanced Metering Infrastructure (AMI)
allows the monitoring and measurement of energy consumption. An AMI is
a device that provides real-time energy consumption data. Through this data,
cities can optimize energy consumption, reduce waste, and increase overall
efficiency in their energy infrastructure (Talari et al., 2017). (2) Weather
data can be obtained, which helps the country’s agricultural production. For
example, with systems that notify citizens ahead of time of possible disasters,
significant losses can be avoided. Furthermore, meaningful forecasts can help
optimize agricultural production processes (Taylor, 2018). (3) Integrated
green urban transportation models include user-friendly transportation
models that use the cloud network, have schedules that reduces private
vehicle use and work with electric power. It is possible to reduce carbon
emissions and fuel consumption with these vehicles (Zhou et al., 2022). (4)
Smart lighting systems can adjust the brightness to match occupancy and save
energy (Alvarez et al., 2022). (5) IoT-enabled waste management systems
can be both software and hardware-based. By sending the fill-level data of
waste collection units equipped with sensors to the center, efficient waste
management, and recycling can be achieved (Rybnytsk et al., 2018). (6) IoT
has been shown to increase wastewater recovery and reduce waste gases
emissions (Wang and Liu, 2023). Through IoT applications such as smart
trams and urban exhaust gas monitoring systems, urban exhaust gas emissions
can be efficiently reduced (Ropkins et al., 2009). As a result of these benefits,
local governments should develop policies to promote the widespread use of
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IoT-based devices for energy management and pollution control (Leroux and
Pupion, 2022).

Public Health and Well-being

Healthcare is a costly service, which leads management to look for ways
to reduce their costs. Over time, data science has advanced, and new hardware
and software inventions have been made to improve citizens’ health and well-
being. Utilizing [oT technologies, governments aim to improve the health
and well-being for their citizens (Bibri and Krogstie, 2017). A number of [oT
devices have wearable features. It is possible to monitor people’s physical
activity and health through these wearable devices. Moreover, wearable devices
can be used for diagnosing some health issues, thus reducing the burden on
health care. In the medical field, we are entering a digital era as we acquire
digital health data with wearable devices, use virtual meeting rooms to facilitate
doctor meetings online and equip elderly and disabled housing with Internet of
Things technology. Healthcare applications powered by the [oT provide (1) easy
access to patient information, (2) remote health monitoring, and (3) analysis and
storage of patient information (Jonek-Kowalska, 2022). As a result, possible
health problems of people in need of care, like the elderly and the disabled,
can be detected (Trencher and Karvonen, 2019). Hence, healthcare costs are
reduced as health-related services and the citizen’s overall health status improve
(Goodspeed, 2015).

Smart Mobility

Using loT-based solutions for mobility and transportation, urban
transportation quality can be improved significantly. There are several loT-
based inventions that make transportation easier in SC, such as the optimization
of energy use in public transportation, intelligent traffic management systems,
smart parking, smart traffic lighting, platforms for real-time travel information,
and public micro-mobility alternatives (Ceder, 2021). Benefits in this area can be
categorized into four headings. (1) By utilizing urban IoT, public transportation
vehicles can arrive at pickup points on time, which shortens the waiting and
travel time for passengers and improves public transportation quality and saves
time (Holmgren, 2020). As a result, private vehicle ownership will decrease,
and public transport use will increase. (2) In large cities, Intelligent Traffic
Management and Control (ITMC) systems can improve traffic flow, reduce
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traffic density, and increase productivity (Reza et al., 2021). (1) As cities adopt
high railway solutions, the population flow between cities accelerates, and
relationships between cities become stronger. The possibility of working in big
cities and living in small settlements arises. These systems support urban belt
models and ensure balanced development throughout the region (Liu and Ye,
2023). (4) Through the sharing economy, public transportation becomes more
affordable and accessible with micro-mobility vehicles (human- and electric-
powered vehicles such as bicycles, scooters, and mopeds) (Montes et al., 2023).
Almost all of these devices run on electricity, which is a renewable resource.
It is possible to track vehicles’ charging information and location with IoT
technology (Ayfantopoulou et al., 2022).

Using IoT, smart transportation models collect data from cameras and
sensors. In the process of processing this data, BD technology is also used. By
installing various mobile applications on their smart devices, people can access
data such as traffic congestion, excavations on the road, traffic accidents, etc.
Consequently, traffic with higher densities can be avoided and transportation
costs can be reduced (Oladimeji et al., 2023).

Public Safety and Security

Among the primary responsibilities of government is safety and security
of citizens. There are a lot of security guards employed for this purpose, and
they sometimes work under difficult circumstances. Benefits in this area can
be categorized into three headings. (1) In cities, security and safety levels are
being improved by installing CCTV cameras in public areas, providing verified
access to the collected data, alerting emergency response teams, monitoring on a
proactive basis, responding quickly to emergencies, and taking crime prevention
measures (K.M, 2020). (2) Smart surveillance systems emit real-time alerts when
they detect suspicious activity in public places. Moreover, emergency response
systems integrate location tracking and sensors into their operations to provide
faster and more efficient responses (Henchy et al., 2014). (3) Intelligent Traffic
Management and Control (ITMC) systems improve traffic safety and quality of
life. The systems use deep learning and image processing to forecast traffic and
intersection signals (Reza et al., 2021).

The security of social data obtained with cameras or sensors integrated
with Urban IoT technology or of instant decisions made based on real-time
analytics is another challenge that needs to be explored.
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The five USs, outputs, and gains discussed in this study are presented in
Figure 2.

Urban Systems (USs) Outputs and Gains

Smart Government While i services, i data usage, and
increase citizen participation and roll out new policies that will benefit citizens.

The Advanced Metering Infrastructure (AMI) enables energy consumption monitoring and

while weather data aids agricultural production. Integrated green urban transportation
models reduce carbon emissions and fuel consumption. Smart lighting systems adjust brightness to
match occupancy, and IoT-enabled waste management systems improve efficiency and recycling. IoT
applications, like smart trams and urban exhaust gas monitoring systems, reduce wastewater recovery
and waste gas emissions.

Smart

Public Health and Well-being iafi;:'::;s: :: :::;:Il;nfonnauon, remote health monitoring, and analysis and storage of patient

= Urban IoT improves public transportation by ensuring timely pickups, reducing waiting times and
Smart Mobility improving quality. Intelligent Traffic and Control systems improve traffic flow and

ity. High railway solutions accelerate population flow, promoting urban belt models and
balanced development. The sharing economy makes public transportation more affordable and
accessible with micro-mobility vehicles, running on renewable energy. IoT technology can track
vehicle charging information and location.

Urban Systems based on IOT

Public Safety and Security Cities are improving security and safety by installing CCTV cameras, implementing smart surveillance

systems, and integrating location tracking and sensors. Smart surveillance systems detect suspicious
activity, while emergency response systems integrate location tracking and sensors for faster
responses. Intelligent Traffic Management and Control systems enhance traffic safety and quality of
life using deep learning and image processing.

Figure 2. Urban Systems, Outputs and Gains

2.3. Urban IoT Architecture Requirements

Data is collected by sensors and electronic data readers in urban IoT
applications. Real-time and offline use of the obtained data is possible.
Applications involving real-time data require instant input and rapid analysis
since a decision has to be made and implemented quickly. If not, this data will
become dysfunctional, resulting in a decrease in system efficiency. Consequently,
real-time data applications require advanced technology. Applications that
manage traffic, air quality, energy, water, waste, and safety and security in
cities use real-time data to promote sustainability and efficiency (Mohamed N,
Al-Jaroodi J, 2014). To develop meaningful solutions using data collected from
IoT devices, it is necessary to pay attention to some design and development
priorities. Security and privacy should be considered when addressing these
issues. According to Al Nuaimi et al. (2015) this process requires (1) Big Data
Management, (2) Platforms, (3) Smart infrastructure, (4) Advanced Algorithms,
(5) Standard Technology, (6) Security and Privacy, (7) Citizen Awareness, (8)
Government Role, (9) Simulations.

For the USs explored in this study, the Urban [oT Architecture must include
the following features:
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(1) It is essential that IoT models that support USs are managed with
advanced and effective BD tools in order to handle the large volume of data
collected from many different sources in different formats (e.g., images, audio,
tweets, video, server logs, etc.) (Chan et al., 2018).

(2) The data obtained from SCs requires a huge capability of processing
power on hardware and software platforms that are reliable (Amovi¢ et al.,
2021). The IoT technologies must be accompanied by reliable software platforms
operated by highly qualified teams that have high-performance computing
capabilities, support stream processing, and are error-resistant.

(3) Data collection is achieved through smart network elements such as
vehicles, appliances, smartphones, and wearable devices in urban loT. In real-time BD
applications, quality of service (QoS) is crucial. It is possible to reduce the network
traffic and speed up the flow by filtering, thus improving real-time big data management
decision quality (Mohamed and Al-Jaroodi, 2014; Celic and Magjarevic, 2020).

(4) Due to the large volume, high speed, and wide variety of formats of
data received from many devices in IoT models, standard algorithms may not
be sufficient and efficient. Advanced and sophisticated algorithms in SCs
support IoT technologies, increasing efficiency (Lawal and Rafsanjani, 2021).
There should be some algorithms designed for real-time and some designed
for offline processing. Moreover, these algorithms should be optimized for high
data volumes, a wide range of data types, and IoT devices located in various
geographical locations, while considering time constraints.

(5) USs and BD obtained from it are both large-scale and heterogeneous.
In order to maximize the efficiency of the urban IoT, standards need to be
established. Moreover, open standard technology offers flexibility for upgrading
urban systems and adding new applications. Setting standards and rules is
also necessary to facilitate the addition of new applications, devices, and
stakeholders (government agencies, stakeholders, etc.) to existing SC models
and IoT infrastructure (Komninos et al., 2019).

(6) As sensitive or private information is collected and processed through
Urban loT, security and privacy mechanisms are absolutely essential. Despite the
many benefits SC models offer governments and citizens, there are some risks to
data safety, well-being, and citizens’ privacy. If these technological systems are
illegally accessed or attacked at any point, adverse events may occur affecting
the US itself, government agencies, and citizens. It is, therefore, necessary to
design urban IoT models with security and privacy policies in mind and to
formulate clear guidelines and requirements (Jacobs et al., 2022).
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(7) As citizens are important actors in this process, they should be informed
about smart USs and how they work. Furthermore, this awareness will increase
the quality of the collected data and improve the efficiency of the applications.
The administration must develop and implement programs for citizen education
and awareness on safety, security, and privacy issues (Przeybilovicz et al.,
2022). (8) To control the flow of loT-based models, governments should adopt
openness, transparency, participation, and collaboration principles (Bertot
et al.,, 2014). In this context, management must use advanced systems for
collecting, storing, and analyzing data, and should encourage action by taking
decisions in this direction. Meanwhile, all these processes need to be managed
with respect to privacy in terms of data access, protection, and archiving.

(9) It is possible to design simulations to increase the efficiency of Urban
IoT models, to determine how USs behave from a realistic perspective, and to
generate possible outcomes. The use of simulations in loT models helps reduce
costs, test the stages, and optimize resources (Henchey et al., 2014).

2.4. Urban IoT Barriers

IoT technology in urban systems may face some obstacles and challenges.
This study identifies five difficulties encountered in urban IoT, including (1)
infrastructure, (2) digital divide and inclusion, (3) privacy and security concerns,
(4) lack of standards, and (5) cost implications.

Infrastructure

IoT-based USs face challenges harmonizing all this data, as it comes from
different devices, different networks, and in different formats, volumes, and
speeds. To make use of BD efficiently, city administrations need to develop
high-scale strategies, and this data should be analyzed by advanced algorithms
(Fan and Biffet, 2014). As Urban IoT requires reliable and uninterrupted
connectivity, ensuring interoperability of devices with different bandwidth and
coverage, integrating the whole city into a network, is a challenge. Providing
efficient Urban IoT solutions requires the cooperation of different actors with a
commitment to security, privacy, cost-effectiveness, and careful planning (Talari
etal., 2017).

Digital Divide and Inclusion

The urban IoT offers many benefits, however it may also contribute to
the rise of the digital divide. Technological use varies by age group (Markoc,
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& Sari Haksever, 2019) and socioeconomic class (Markoc, 2020), making it
difficult for all citizens to benefit equally from these advances. In this context,
administration must make sure that all citizens are included and involved in the
process, as well as benefiting from IoT support in urban systems. All actors must
also ensure transparency, consent, and equality to ensure that the administrations
are trusted and unethical practices are avoided.

As IoT technology is integrated into the US, devices and software will
be able to carry out many of the tasks of working people. The unemployment
rate will eventually rise significantly as a result. Thus, these systems should be
designed by considering employment planning and social policies (Reveiu et
al., 2022).

Privacy and Security Concerns

Vulnerability is the most significant flaw in urban IoT models. All data
collected from devices connected to the network is transmitted to the server or
cloud, creating a high level of vulnerability. As data has become so valuable
in today’s world, it is susceptible to misuse. This is why urban administrations
should place a high priority on the security of data used in all of these USs and
the privacy of all individuals (Fabrégue and Bogoni, 2023).

Lack of standards

Although IoT-based applications are becoming increasingly popular, there
are few standards in this area, which creates a serious barrier to their use. There
are no optimized standards set concerning the types of IoT devices; how and in
what formats the data will be collected from these devices; how the data will be
translated into a common language, transmitted, stored, and protected; and how
it will affect the solutions developed for urban problems. This is why it is vital
that these standards are studied and defined by the authorities (Komninos et al.,
2019).

Cost

Despite the many benefits of urban [oT solutions, the technologies require a
high-cost smart infrastructure. As part of the process, it is also necessary to update
the existing infrastructure over time. Consequently, all these infrastructure costs
can be managed within a significant budget (Habib et al., 2020). Smart energy
management is a way to reduce city costs, but it is still a high cost for many
city administrations today due to the pre-investment required to start using the
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technology (Yigitcanlar, 2015). However, it is expected that this barrier will be
removed over time as hardware production increases and costs decrease.

3. Conclusion

The first question we have asked at the beginning of the study was “What
are 1oT technologies, how do they work?” (Q1) to identify the technology and
the main logic. Due to the fact that every device and person in the [oT ecosystem
is connected, the technology is based on an interconnected environment. IoT
works with a system logic involving a central server that monitors and controls
all devices and people connected to the network and enables data transfer
between them.

The second question of the study was “What are the applications of loT
technologies in urban systems, and how do they benefit?” (Q2) to seek out
the Urban IoT opportunities. Urban [oT is revolutionizing the way cities are
managed. With efficient use of urban resources, the quality of life and health of
citizens can be enhanced, traffic congestion can be reduced, public transportation
quality can be improved, emergency response processes can be accelerated, and
participatory management can be adopted. Consequently, it helps administrations
achieve sustainability goals.

Our third question was “Which weaknesses are associated with
10T technologies used in urban systems?” (Q3) to highlight the potential
disadvantages. While loT-based solutions promote efficiency in urban systems,
they have some disadvantages as well. A key weakness of loT-based urban
models is the privacy of data and individuals. IoT technology relies heavily on
data. The majority of this data is collected from individuals. As a technology
that processes data collected from individuals, it is very difficult to maintain
privacy at the same time. One weakness of these models is that they do not
provide equal rights to all stakeholders with regards to data. Developing the
software and hardware infrastructure for these systems, which in theory produce
many solutions, and working with qualified personnel is quite costly both in
terms of implementation costs and return on investment.

For local governments planning to integrate IoT technologies into USs,
the proposed roadmap includes the following steps (Musa, 2016; Mattern,
2017; nordicinnovation.org, 2021):

1. Clarification is required about a variety of factors, including the urban
systems covered by the model, the aim and extent of IoT usage, restrictions, and
predicted advantages and dangers. Determining the city’s goals and directing the
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administration’s attention to the areas that would result in the greatest efficiency
at the lowest possible cost are essential.

2. The use of Internet of Things (IoT) technologies requires the formulation
of policies, the establishment of certain standards, and the creation of guidelines.

3. To integrate loT technologies into urban systems, infrastructure
applications should be developed gradually, tested with simulations, and flexible
structures should be considered for system changes and upgrades.

4. To ensure that models are effective and improved, ensuring the
participation and inclusion of citizens should be a top priority.

5. Existing models should be continually updated and optimized based on
new developments.

The roadmap is illustrated in Figure 3.
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Figure 3. Roadmap

The following aspects of urban IoT applications discussed in this study
are still unclear (Schaffers, 2018; Peri¢ et al., 2022; Novak and Votruba, 2016):

1. Currently, the roles of different resources and actors in loT-driven
urban systems are not fully defined, so it remains unclear how priority or status
difference between citizens and governmental department will be handled.

2. There will continue to be discussions over what kind of solutions can be
offered to this problem on what scale for loT-based urban models as security and
privacy remain their biggest weaknesses.

3. It is unclear what the material and moral costs will be of a radical
change in local or central government or of a different political stance taking
over the administration or whether this will negatively impact the citizens.
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4. Furthermore, the health risks associated with wirelessly connecting all
loT-compatible devices to a network are still unknown.

5. As IoT technology is being integrated into every aspect of our daily
lives, high-skilled personnel will be needed for management, design, installation,
operation, and maintenance. However, it remains unclear whether the current
workforce of countries is prepared for this transition.

This study discusses how IoT-based applications can be applied to
urban systems, what kinds of structures and approaches are needed, the
strengths and weaknesses of these models, and unresolved issues. The study
also highlights the potential benefits of incorporating IoT technology into
urban systems, such as improved efficiency, sustainability, and quality of
life. Additionally, it examines the challenges that may arise in implementing
and managing these loT-based applications, including privacy concerns and
cybersecurity risks.

Urban IoT application areas demonstrate its revolutionary nature, but
its weaknesses make it apparent that caution is required to ensure that these
technologies do not pose a threat to the public. Future research on urban IoT
simulations will provide opportunities to introduce these technologies to a
broader audience and to develop potential problem-solving strategies.
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