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Abstract: In the field of electrical engineering, there is an increasing concern among managers
and operators about the secure and cost-efficient operation of smart power systems in response
to disturbances caused by physical cyber attacks and natural disasters. This paper introduces an
innovative framework for the hybrid, coordinated control of Unified Power Flow Controllers (UPFCs)
and Power System Stabilizers (PSSs) within a power system. The primary objective of this framework
is to enhance the system’s security metrics, including stability and resilience, while also considering
the operational costs associated with defending against cyber-physical attacks. The main novelty
of this paper lies in the introduction of a real-time online framework that optimally coordinates a
power system stabilizer, power oscillation damper, and unified power flow controller to enhance
the power system’s resilience against transient disturbances caused by cyber-physical attacks. The
proposed approach considers technical performance indicators of power systems, such as voltage
fluctuations and losses, in addition to economic objectives, when determining the optimal dynamic
coordination of UPFCs and PSSs—aspects that have been neglected in previous modern research. To
address the optimization problem, a novel multi-objective search algorithm inspired by Harris hawks,
known as the Multi-Objective Harris Hawks (MOHH) algorithm, was developed. This algorithm
is crucial in identifying the optimal controller coefficient settings. The proposed methodology was
tested using standard IEEE9-bus and IEEE39-bus test systems. Simulation results demonstrate the
effectiveness and efficiency of this approach in achieving optimal system recovery, both technically
and economically, in the face of cyber-physical attacks.

Keywords: techno-economical control; UPFC; PSS; cyber-physical attacks

1. Introduction
1.1. Importance

In contemporary power systems, instability presents a significant challenge, disrupt-
ing the normal operation of the system and impacting its security and financial aspects.
Neglecting the timely resolution of power system oscillations can lead to either system
instability, deviations from optimal operating conditions, or a complete blackout. Never-
theless, the widespread deployment and utilization of UPFCs in modern power systems
has shown promising results in enhancing the capacity of transmission lines [1]. Currently,
a wide array of Flexible Alternating Current Transmission System (FACTS) devices, in-
cluding UPFCs and similar devices, has been introduced and integrated into practical
power systems. The systematic application of a PSS in conjunction with a UPFC serves
as an effective means to ensure power system stability and to mitigate the occurrence of
Low-Frequency Oscillations (LFOs) that may arise during disturbances [1]. Furthermore,
appropriately adjusting the parameters of both the PSS and UPFC in a coordinated manner
to protect against cyber-physical attacks can offer a practical and advantageous solution for
optimal and secure operation of the modern power system. This pertinent topic is further
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elucidated in the current paper. The following section delves into an exploration of relevant
studies and research conducted in this specific field of interest.

1.2. Literature Review

The significance of a power system lies in its essential role of delivering secure and
cost-efficient energy to consumers. To accomplish this goal, meticulous planning and the
efficient management of the power system are imperative. Of particular importance is the
precise control of power transmission lines, as it has a direct impact on the dependability
and economic performance of the entire power grid. This article explores key facets of
optimal power control, with a specific emphasis on mitigating low-frequency electrome-
chanical oscillations that have the potential to jeopardize the stability and functionality
of the power system [2]. Low-frequency electromechanical oscillations, characterized by
local (0.7–2.0 Hz) and interarea (0.1–0.8 Hz) modes, pose a significant risk to the stability
of power systems. It is imperative to effectively suppress these oscillations to ensure the
safe operation of the grid. Groundbreaking research conducted by DeMello and Con-
cordia in 1969 [3] initiated inquiries into the synchronization and damping of torques in
power systems with weak damping characteristics. Their work underscored the pivotal
role of Automatic Voltage Regulators (AVRs) that exhibit fast response times, low time
constants, and high gains in augmenting the stability boundaries of power systems during
disruptive events.

While AVRs with swift response times prove effective under normal circumstances,
they exhibit limitations under high-load conditions, particularly in weak transmission
systems. To address these constraints and mitigate their detrimental effects on power
system stability, power system stabilizers (PSSs) are integrated into the excitation systems
of synchronous machines. PSSs are engineered to introduce electric torque that is synchro-
nized with changes in the rotor’s angular velocity, thereby supplying damping torque [4].
Properly tuned PSSs have demonstrated remarkable efficacy, especially in managing local
oscillatory patterns [4]. However, there are instances where PSSs may encounter challenges
in damping interarea oscillations [5]. To confront the issue of interarea oscillations, FACTS
emerges as a promising alternative.

FACTS not only enhances the overall performance of power systems but also pos-
sesses the ability to dampen interarea oscillations when coupled with a Power Oscillation
Damping (POD) controller [6]. This amalgamation offers a comprehensive solution to
the intricate problem of power system stability, ensuring effective control of interarea
oscillations. Recently, many scholars have conducted research on LFO damping. In [7],
the authors investigated the design of damping and internal controllers for UPFCs con-
cerning LFO damping. In [8], the enhancement of a power system’s dynamic stability
was discussed, utilizing a STATCOM and an FLC-based stabilizer. Researchers examined
the coordinated design of a PSO-based multi-machine power system stabilizer and TCSC
damping controller in [2,9]. The authors of [10] explored the utilization of a unified power
flow controller to manage power flow and increase bus voltage in a power transmission
system. In [3,11], the authors scrutinized the impact of UPFC settings on power flow within
a power system. The authors of [12] described the utilization of a unified power flow con-
troller to augment the capacity of active power flow in a power system employing an IEEE
14-bus system. The mitigation of low-frequency oscillations in a connected power system
was outlined in [13]. The authors of [14] provided a comprehensive analysis of the role
of unified power flow regulation in voltage power transfer. In [3,15], the authors detailed
how the performance of power system stability was enhanced by employing multiple
damping controllers based on PSS and UPFC. The improvement of power system damping
through TCSC and controller design based on genetic algorithms was explored in [16].
In [17], the authors presented the damping function of a unified power flow controller.
The impact of a UPFC-based damping controller on the dynamic stability of the Iraqi power
network was addressed by the authors of [18]. The optimal multi-objective design of robust
power system stabilizers using a tunicate swarm algorithm was presented in [19]. In [3,20],
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the authors discussed the dynamic performance of a 48-pulse GTO thyristor-based interline
unified power flow controller (IUPFC) system. The authors of [21] introduced an adaptive
UPFC-based stabilizer for the damping of low-frequency oscillations. In [22], the authors
elaborated on how support vector regression enhanced the stability of an installed PSS-
UPFC power system. Particle swarm optimization was employed by the authors of [23] to
develop an output feedback UPFC controller for the damping of electromechanical oscil-
lations. In [24], the authors demonstrated the most effective tuning method for a unified
power flow controller to reduce interarea oscillations in a multi-machine system using the
firefly method. In [25], the authors described a STATCOM controller design that dampens
low-frequency oscillations in the power system using a modified shuffling frog leaping
algorithm. The positioning and application of STATCOM storage for the enhancement
of the voltage stability of power systems integrated with wind farms were detailed by
the authors of [26]. A study of the stability and dynamic performance improvements
in an autonomous microgrid utilizing an adaptive fuzzy PI controller was documented
in [23]. The authors of [24] outlined the enhancement of the dynamic properties of a fuzzy
control system.

In recent years, additional modulation controllers (MCs) have been integrated into
FACTS devices to mitigate interarea oscillations [27]. However, conventional regulation
techniques do not ensure the optimal performance of power system controllers, highlight-
ing the need for a simultaneous regulation solution for PSS parameters. Several approaches
have been suggested for the coordination of the regulation of PSS and FACTS device
parameters, primarily relying on parametric optimization models [28,29]. These models,
such as the transient state model [30] and the closed-loop residuals model [31], utilize
gradient-based nonlinear optimization methods to tackle the issue. Despite their computa-
tional efficiency, these methods often struggle to identify the global system optimum or
appropriate starting points.

1.3. Research Gaps

Upon conducting a thorough evaluation of prior research endeavors, it becomes
evident that none of the preceding studies have employed coordinated control of both
the PSS and UPFC with the primary objective of facilitating real-time protection of the
power system against cyber-physical attacks. Furthermore, these studies have overlooked
the simultaneous consideration of the economic and technical facets of the power system.
For instance, in references [21,32], there was a proposal for a coordinated design involving
a power system stabilizer and a unified power flow controller. However, this study did
not incorporate a controller for the UPFC, and it did not consider the economic aspects of
the power system. Similarly, reference [3] focused on enhancing a power system stabilizer
and unified power flow controller within a power system. This was achieved by utilizing
statistical and testing datasets to assess system efficiency under varying load conditions.
However, this research did not address other technical aspects of the system, such as
voltage deviations and operational costs.

1.4. Contributions

After addressing the deficiencies observed in earlier research, this paper introduces
an innovative, online, real-time framework designed to enable the coordinated control
of power system stabilizers (PSSs) and unified power flow controllers (UPFCs) to pro-
tect against cyber-physical attacks. This comprehensive framework incorporates eco-
nomic, technical, and network reliability goals, setting itself apart from prior studies in the
following ways:

1. Real-time coordination framework: This paper introduces a real-time online frame-
work that optimally coordinates a power system stabilizer (PSS), power oscillation
damper (POD), and unified power flow controller (UPFC). The framework aims
to reduce generation and operation costs while preventing system instability. This
coordination is achieved through the utilization of a multi-objective Harris hawks opti-
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mization (MHHO) algorithm, which focuses on mitigating low-frequency oscillations
and ensuring the economical operation of the power system.

2. Enhanced resilience:The proposed framework enhances the power system’s resilience
against transient disturbances caused by cyber-physical attacks. This is achieved by
adjusting power flow in transmission lines and changing the generation points of
the generators.

3. Comprehensive optimization:The framework takes into account technical perfor-
mance indicators of power systems, such as voltage fluctuations and power losses,
in addition to economic objectives. This holistic approach ensures the optimal dy-
namic coordination of the UPFC and PSS.

In summary, this paper not only proposes a real-time coordination framework for
PSSs and UPFCs but also enhances the system’s resilience against cyber-physical attacks. It
considers both technical and economic aspects to achieve optimal system operation.

1.5. Organization

The remained of this paper is structured as follows. Following the presentation of an
introduction and overview in the initial section, Section 2 is dedicated to the discussion of
the conceptual model. Following this, Section 3 features the presentation of the mathemati-
cal formulation of the proposed method. Additionally, Section 4 addresses the modeling
of the proposed method within the framework of a multi-objective optimization method,
accompanied by a flowchart. Section 5 centers on the simulation and the subsequent
discussion of the results derived from it. Finally, the main conclusions of the article are
presented in the fifth section.

2. Conceptual Model

Figure 1 presents a conceptual model outlining a strategy for effectively managing
UPFCs and PSSs in response to cyber-physical attacks. As depicted in this diagram, an all-
encompassing model needs to possess the ability to flexibly harness all available resources
within the network. This includes the ability to regulate power flow, optimize generation
costs, and address technical aspects of the power system in a real-time and continuous
manner through a hierarchical control framework. It is crucial to emphasize that this
approach considers not only economic objectives but also technical parameters of the
network, such as power system oscillations and various technical aspects like losses and
voltage deviations.

Figure 1. Schematic of conceptual model for coordinated control of UPFCs and PSSs.
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To enhance clarity on the issue, as illustrated in Figure 1, when a cyber-physical attack
such as a line outage or generator outage occurs in any area of the power system, such as
area 2, it can disrupt the power and energy flow paths in other transmission lines. This
disruption can push the power system into a non-optimal state in terms of both technical
and economic operations. In some cases, it might even drive the system to an unstable
point. To address this, the proposed approach utilizes real-time and online data (including
frequency, voltage, and power) from Data Measurement Units (DMUs) installed at each bus
within the system. Operating within a hierarchical control framework, this approach sends
appropriate and practical control signals to the unified power flow controller (UPFC) and
power system stabilizers (PSSs). The goal is to protect and stabilize the system against cyber-
physical attacks, considering both the technical aspects (such as voltage and frequency
deviations) and economic aspects (such as generation costs).

The following definitions of the symbols in Figure 1 should be noted:
Vs: sending-side voltage in area 1;
VR: receiving-side voltage in area 2;
Ps: sending-side active power in area 1;
PR: receiving-side active power in area 2;
Vup f c

d : d-axis reference voltage of shunt controller in the UPFC;

Vup f c
q : q-axis reference voltage of shunt controller in the UPFC;

P∗: active power reference of series controller in the UPFC;
Q∗: reactive power reference of series controller in the UPFC;
VC: voltage induced into the power line by the series converter of the UPFC;
L: Equivalent inductance in the receiving side of the power network;
[Ki]UPFC: Coefficient controller of the UPFC.
[Ki, Ti]PSS: coefficient controller of the PSS.

3. Mathematical and Problem Formulations

In this section, the text addresses the mathematical problem formulation of a proposed
method for achieving optimal coordinated control of UPFCs and PSSs in response to cyber-
physical attacks based on the process stages illustrated in Figure 2. The discussion considers
several factors, including the generation oscillation index, voltage deviations, and optimal
generation cost. To improve the optimization of the multi-objective mathematical function,
which is introduced later, a developed multi-objective optimization algorithm is utilized,
and its intricacies are explained within this section. Consequently, the modeling of cost
functions for the purpose of damping oscillations and addressing other techno-economic
indices is thoroughly examined in the subsequent subsections.

As illustrated in Figures 1 and 2, the proposed approach is used in two states of the
system, namely (1) normal operation and (2) post cyber-physical attack. According to
the proposed algorithm shown in Figure 2, the central processing control of the system
receives input signal data at each time step of the simulation or in real-world scenarios.
The central processing unit then analyzes the technical and economic objectives of the
system and attempts to optimally coordinate the controllers of the power system stabilizers
(PSSs) and unified power flow controller (UPFC) to move the power system to a stable
and economically optimal operation point, whether in normal operation or during the
post-disturbance period following a cyber-physical attack. For instance, as depicted in
Figure 1, when a cyber-physical attack such as a line outage or generator outage occurs in
any area of the power system, such as area 2, it can disrupt the power and energy flow paths
in other transmission lines. This disruption can push the power system into a non-optimal
state in terms of both technical and economic operations. In some cases, it might even drive
the system to an unstable point. To address this, the proposed approach utilizes real-time
and online data (including frequency, voltage, and power) from data measurement units
(DMUs) installed at each bus within the system. Operating within a hierarchical control
framework, this approach sends appropriate and practical control signals to the unified
power flow controller (UPFC), as shown in Figure 3, and the power system stabilizers (PSSs).
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The goal is to protect and stabilize the system against cyber-physical attacks, considering
both the technical aspects (such as voltage and frequency deviations) and economic aspects
(such as generation costs).

Figure 2. Flowchart of process stages of the proposed real-time coordinated control of UPFCs and
PSSs against cyber-physical attacks.

Figure 3. Schematic of a UPFC added to an SMIB system.

3.1. Power System Modeling with UPFCs and PSSs

In the initial phase, as part of the process to evaluate the proposed method’s perfor-
mance, the research team started by investigating a Single-Machine, Infinite-Bus (SMIB)
power system. Figure 3 visually represents the key components of the SMIB power system,
which predominantly comprise a synchronous generator, an infinite bus, and a UPFC.
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3.1.1. Generator Modeling

The analysis of the power system under consideration in this study considers the
dynamics of the stator, field, and damper windings. The quantities associated with the stator
and rotor are expressed using the two-axis reference frames, also known as the two-axis
d-q frames. The system equations for this power system are provided in references [4,8,15].

Vd = Rsid +
d
dt

ϕq − ωRϕq (1)

Vq = Rsiq +
d
dt

ϕq + ωRϕd (2)

V′
f d = R′

f di′f d +
d
dt

ϕ′
f d (3)

V′
kd = R′

kdi′kd +
d
dt

ϕ′
kd (4)

V′
kq1 = R′

kq1i′kq1 +
d
dt

ϕ′
kq1 (5)

V′
kq2 = R′

kq2i′kq2 +
d
dt

ϕ′
kq2 (6)

where:

ϕd = Ldid + Lmd(i f d + ikd), ϕq = Lqiq + Lmq + i′kq

ϕ′
f d = L′

f di′d + Lmd(id + i′kd), ϕ′
kd = L′

kdi′kd + Lmd(id + i′f d)

ϕ′
kq1 = L′

kq1i′kq1 + L′
mqi′q, ϕ′

kq2 = L′
kq2i′kq2 + Lmqiq

The equations include different subscripts to represent various quantities, such as
d for d-axis, q for q-axis, R for rotor, S for stator, f for field, and k for damper winding.
Additionally, l represents leakage, and m represents magnetizing inductance. In addition
to these equations, the following mechanical equations are also relevant to this system:

d
dt

ωr =
1
J
(Pe − Fωr − Pm) (7)

d
dt

θ = ωr (8)

where the rotor angular velocity is denoted by ωr, while θ represents the angular position.
The electrical power is referred to as (pe), while (pm) stands for mechanical power. On the
other hand, (J) is the inertia of the rotor, while (F) represents its friction. These parameters
are crucial in analyzing and optimizing the performance of a power system under different
operating conditions.

The symbols used in Equations (1)–(8) are defined as follows:
Vd: d-axis voltage of the generator;
Vq: q-axis voltage of the generator;
Rs: equivalent resistance of the stator in the generator;
id: d-axis current of the stator in the generator;
iq: q-axis current of the stator in the generator;
ϕd: d-axis magnetic flux of the stator in the generator;
ϕq: q-axis magnetic flux of the stator in the generator;
ωr: rotor angular velocity;
V

′
f d: derivative d-axis voltage of the generator;
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V
′
f q: derivative q-axis voltage of the generator;

R
′
f d: derivative of equivalent d-axis resistance of the generator’s stator;

R
′
kd: derivative of equivalent q-axis resistance of the generator’s stator;

i
′
f d: derivative d-axis current of the generator’s stator;

i
′
kq1: derivative q-axis current of the generator’s stator;

ϕ
′
kd: derivative d-axis magnetic flux of the generator’s stator;

ϕ
′
kq2: derivative q-axis magnetic flux of the generator’s stator;

Ld: d-axis inductance of the generator.
Lq: q-axis inductance of the generator;
Lmd: d-axis mutual inductance of the generator;
Lmq: q-axis mutual inductance of the generator.

3.1.2. UPFC Modeling

The UPFC represents the most adaptable component within the FACTS group. It
employs power electronics to manage the distribution of power within electrical grids [1].
The UPFC combines a shunt controller and a series controller, which are linked via a shared
DC bus, as illustrated in Figure 3. This FACTS configuration offers significantly greater
flexibility compared to the SSSC when it comes to managing active and reactive power on
the transmission line.

With this setup, active power can be transferred from the shunt converter to the series
converter via the DC bus. In contrast to the SSSC, where the injected voltage (Vs) must
remain in quadrature with the line current (I), here, the injected voltage (Vs) can take on
any angle relative to the line current.

When the magnitude of the Vs is held constant and its phase angle (ϕ) relative to V1
varies from 0 to 360 degrees, the path followed by the end of vector V2 (V2 = V1 + Vs)
forms a circle, as depicted in Figure 4 in the phasor diagram.

As ϕ changes, the phase shift (δ) between voltages V2 and V3 at the two ends of
the line also changes. Consequently, both the active power (P) and reactive power (Q)
transmitted at one end of the line can be controlled using Equations (9) and (10).

The controllable region for the UPFC in the P-Q plane is represented by an enclosed
ellipse, as illustrated in Figure 4 [3].

Figure 4. Phasor diagram of P and Q control in UPFC.

P =
V2V3 sin(δ)

X
(9)

Q =
V2(V2 − V3 cos(δ))

X
(10)

In addition to enabling control of the active and reactive power of the transmission
line, the UPFC offers an extra level of flexibility. Its shunt converter, which functions like a
STATCOM, manages the V1 voltage by either absorbing or generating reactive power. Both
the series and shunt converters employ Voltage-Sourced Converters (VSCs) connected on
the secondary side of a coupling transformer. These VSCs utilize power electronic devices
like GTOs, IGBTs, or IGCTs to generate a voltage from a DC voltage source. A shared
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capacitor on the DC side of the VSCs serves as the DC voltage source. There are two types
of VSC technologies for these converters.

1. VSC employing GTO-based square-wave inverters and specialized interconnection
transformers: Typically, four three-level inverters are utilized to create a 48-step
voltage waveform. Special interconnection transformers are employed to mitigate the
harmonics present in the square waves produced by individual inverters. In this VSC
type, the fundamental voltage component is directly proportional to the voltage Vdc.
Consequently, Vdc must be adjusted to control the injected voltage.

2. VSC employing IGBT-based Pulse-Width Modulation (PWM) inverters: This inverter
type employs PWM techniques to synthesize a sinusoidal waveform from a DC
voltage, typically with a chopping frequency in the kilohertz range. Harmonics are
eliminated by installing filters on the AC side of the VSC. Unlike the GTO-based VSC,
this type maintains a fixed DC voltage (Vdc). To vary the voltage, adjustments are
made to the modulation index of the PWM modulator.

Control Framework of Shunt and Series Converter

The shunt converter control system illustrated in Figure 5 functions as a STATCOM
and plays a dual role in regulating both the AC voltage at its terminals and the voltage of
the DC bus. It employs a dual voltage regulation approach consisting of two interconnected
control loops, namely an inner current control loop and an outer loop responsible for
regulating AC and DC voltages.

Figure 5. Controller structure diagram for the shunt component of the UPFC.

As depicted in Figure 5, the control system comprises the following components [3]:

1. A phase-locked loop (PLL) that synchronizes with the positive-sequence component
of the three-phase primary voltage (V1). The PLL output (angle) is used to calculate
the direct-axis and quadrature-axis components of the AC three-phase voltage and
currents (referred to as Vd, Vq, Id, and Iq in the diagram).

2. Measurement systems that capture the d and q components of the AC positive-
sequence voltage, the currents to be controlled, and the DC voltage (Vdc).

3. An outer regulation loop, which encompasses an AC voltage regulator and a DC
voltage regulator. The AC voltage regulator’s output is the reference current (Iqre f ) for
the current regulator. Iq represents the current in quadrature with voltage and controls
reactive power flow. The DC voltage regulator’s output is the reference current (Idre f )
for the current regulator, where Id is the current in phase with voltage and regulates
active power flow.
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4. An inner current regulation loop, comprising a current regulator. This current regula-
tor manages the magnitude and phase of the voltage generated by the PWM converter
(V2d and V2q) based on the reference currents, i.e., Idre f and Iqre f , which are produced
by the DC voltage regulator and the AC voltage regulator, respectively (in voltage
control mode). The current regulator is further supported by a feed-forward-type regu-
lator that predicts the V2 voltage output (V2d and V2q) based on the V1 measurements
(V1d and V1q) and the transformer leakage reactance.

The management of the series branch differs from that of the SSSC. In an SSSC,
the series converter’s two degrees of freedom are employed to oversee the DC voltage and
the reactive power. Conversely, in the case of a UPFC, these two degrees of freedom are
utilized to govern the active power and the reactive power. Figure 6 illustrates a simplified
block diagram of the series converter.

Figure 6. Controller structure diagram for the series component of the UPFC.

The series converter offers the flexibility to operate in either power flow control
(automatic mode) or manual voltage injection mode. In power control mode, it compares
the measured active power and reactive power with reference values to generate P and
Q errors. These P and Q errors are then employed by two PI controllers to determine the
Vq and Vd components of the voltage to be generated by the VSC. (Vq, which is aligned
with V1, regulates active power, while Vd, which is in phase with V1, manages reactive
power). Conversely, in manual voltage injection mode, there is no need for regulators.
Instead, the reference values for injected voltage (Vdre f and Vqre f ) are used to create the
converter voltage.

3.2. Proposed Approach based on the Coordinated Control of PSS and UPFC

The control structure presented in Figure 6 is used to manage the voltage injected
by the UPFC, with input parameters including changes in active and reactive power and
voltage. The output of the controller is Vd and Vq. The UPFC’s techno-economical structure
includes various regulator gain blocks for both shunt and series converters. Figure 7 shows
the PSS, which adds the output (Vs) to the excitation system reference voltage (Vre f ). Phasor
measurements are continuously taken and can be transmitted in real time to control centers
via optical fiber communication. However, delays in transmission can cause performance
degradation, so delays are considered in controller design. A 15 ms delay is considered for
the PSS time constant, and a 50 ms delay is considered for the damping controller with a
15 ms sensor delay [15].
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Figure 7. Structure diagram of the PSS controller.

3.3. Objective Function Formulation

The current study presents a multi-objective optimization model that involves conflict-
ing objectives and does not have a unique solution. The goal is to achieve safe and optimal
coordinated control of UPFCs and PSSs while satisfying constraints, which requires deter-
mining various pieces of information, such as unit commitment, controllable generation
unit capacities, and power exchange with power tie lines for each hour of a day in advance.
The ultimate objective is to achieve optimal and safe operation in response to a cyber-attack,
considering all technical parameters of the network. To achieve this, this study uses modi-
fied mixed-nonlinear programming based on a Harris hawk formulation. The planning
problem is formulated with a multi-objective function according to Equation (11).

min{Fi(KUPFC
i , Ki, TPSS

i )} (11)

The equation above shows that the objective functions in the problem are represented
by F and depend on the independent coefficient factors of controllers in the shunt, series
UPFC, and PSSs. This means that the desired objective functions for this problem can be
formulated based on following objectives. The main objective of this research is to reduce
the power system oscillations that may occur due to disturbances caused by a transient
cyber-attack. The oscillation of the system can be observed by analyzing the deviation in
the rotor-angle speed of the generators. Therefore, the primary aim of this study can be
stated as follows:

F1({Ki}UPFC, {Ki, Ti}PSS) =
∫ t=tsim

t=0

(
∑

i
|∆ωL

i |+ ∑
i
|∆ω I

i |
)
· t dt (12)

where tsim is the simulation time range, △ωL
i is the local speed deviation of each generator,

and △ω I
i it the interarea speed deviation.

The power system is simulated in the time domain for a specific duration, and the ob-
jective function is calculated based on the simulation results. The PSS and UPFC controllers
are restricted within a specified range. As a result, an optimization problem is formulated
using the following design approach.

min{Fi(KUPFC
i , Ki, TPSS

i )}

subjected to:

Kmin
i ≤ Ki ≤ Kmax

i

Tmin
i ≤ Ti ≤ Tmax

i (13)

The range of the gain for the controllers (PSS and damping controller) is limited by
Kmin

i and Kmax
i , which represent the lower and upper bounds, respectively. Similarly, Tmin

i
and Tmax

i represent the lower and upper bounds for the time constants of the controllers
(PSS and UPFC). Another crucial technical objective of the overall objective function is to
ensure that the voltage remains within the acceptable range when responding to a physical
cyber-attack on the power system. As a result, the voltage deviation factor can be computed
at each simulation step as an additional objective [33].
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F2({Ki}UPFC, {Ki, Ti}PSS) = VD =

√√√√ Nb

∑
i=1

(
Vstd
VBase

− Vi
VBase

)2
(14)

The equation below can also be used to attain the economic objective of the total
objective function, which is the total generation cost of the system [33].

F3({Ki}UPFC, {Ki, Ti}PSS) = CGen =
N

∑
i=1

COP
Gen,i,t +

N

∑
i=1

CEMI
Gen,i,t (15)

where COP
Gen,i,t represents the generation cost of each power plant unit, and CEMI

Gen,i,t is the
cost associated with the pollution of the units in each time interval (t) which can be defined
as follows:

COP
Gen,i,t =

{
aP2

Gen + bPGen + cif 0 < PGen < Prated
Gen

0 if PGen = 0
(16)

CEMI
Gen,i,t = (CCO2 × CO2 + CSO2 × SO2 + CNOx × NOx)× PGen (17)

where the parameters are defined as follows:
C(CO2)

: penalty factor for CO2 production;
C(SO2)

: penalty factor for SO2 production;
C(NOx): penalty factor for NOx production.
The objective functions of a power system, which includes interaction between techni-

cal and economic aspects of the power system, aim to maximize their individual benefits
under multi-objective conditions. To achieve optimal and safe coordinated control of the
UPFC and PSSs, the entire power system can be expressed mathematically by considering
different operational states for the power system according to Equation (18).

min{FTotal} =
[
χ12 χ12 . . . χpk

]


F1
F2
...

Fk

 (18)

The weight coefficient, represented by χpk in Equation (18), needs to be adjusted for
each objective function based on specific events and system characteristics. These can
include different system states during maintenance, the probability of element failure,
and various error events that affect system performance. The weights are adjusted to
reflect the importance of these events and characteristics in achieving the desired system
performance. Assigning higher weights to certain objective functions increases their impact
on the optimization process. The weight adjustment process requires careful consideration
of each event and system feature to ensure an optimal and balanced solution for the
multi-objective optimization problem. It should be noted the current study suggests that
Vqre f remains constant in steady-state conditions, as △V is observed to be zero. However,
during dynamic conditions, an algorithm is applied to vary the injected voltage (Vq) to
dampen system oscillations. Since the power flow loop operates slowly during steady-state
operation, Vqre f is assumed to remain constant. Therefore, the effective value of Vq in
dynamic conditions is formulated accordingly [34].

Vq = Vqref + ∆Vq (19)

4. Developed Multi-Objective Optimization Method Based on Harris Hawks

Usually, multi-objective optimization is crucial for simultaneously minimizing multi-
ple conflicting objectives while adhering to system constraints. The introduction of many
scholarly works primarily focused on addressing single-objective optimization problems.
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Few researchers have attempted to tackle multi-objective problems, and in some cases,
they could not conclusively prove the effectiveness of their proposed methods for both
single- and multi-objective scenarios. In this study, we aim to solve both single- and multi-
objective problems simultaneously and present the performance of our proposed HHO
method. In essence, the multi-objective function can be defined as follows [35]:

Minimize, Jm(χ̄) :
N

∑
m=1

ωm fm(χ̄) = sum




ω1
ω2
·
·
ωm

[ f1(χ̄) f2(χ̄) . . . fm(χ̄)
]
, (20)

subject to the following:

g(χ̄) = 0

h(χ̄) ≤ 0

In the above equations, J represents the multi-objective function comprising m func-
tions, where f denotes each individual objective function, and w is a scalar weight applied
to each objective, ranging from 0 to 1. Importantly, the sum of all weights is one. To address
the multi-objective function in this study, the no-preference weighted sum approach is
employed. This approach assigns no particular significance to any of the objectives but
employs a heuristic to obtain a single optimal solution. Drawing inspiration from the Harris
hawk, a highly intelligent and skilled predator bird in nature known for its remarkable
group hunting abilities when pursuing potential prey (such as rabbits), an analogy is made.
In this analogy, the initial population is likened to a group of hawks, each attempting to
chase the target rabbit (representing the solution to the optimization problem) from various
directions using seven distinct hunting strategies or surprise pounces. Initially, the leading
hawk tries to capture the prey. If it fails to secure the animal due to the prey’s dynamic and
evasive behavior, a switch in tactics occurs. Other members of the group (the hawks) then
join in the pursuit to capture the escaped prey until it is seized. The key advantage of this
collaborative tactic lies in the ability of the hawks to persistently chase the elusive rabbit,
leading to its eventual capture through a combination of confusion and exhaustion. In the
context of HHO, the candidate solutions are analogous to the Harris hawks themselves,
while the optimal or global solution represents the targeted prey [36,37].

It is essential to note that the objective functions are designed to be either minimized
or maximized, depending on the specific problem and how the objective function is defined.
It is crucial to understand that solving a multi-objective optimization problem leads to a set
of optimal solutions, whereas a single-objective optimization problem results in a single
optimal solution. In the case of a bi-objective problem, each element in this set consists
of a pair of values. From this standpoint, every element within this collection of optimal
solutions is referred to as a Pareto-optimal solution, meaning it is not dominated by or
inferior to any other solution in the set. The core principle behind the Pareto-optimal
front hinges on the idea that it is impossible to enhance the value of one objective function
without causing a detrimental impact on the values of other objective functions. Among the
various available multi-objective optimization techniques, the epsilon-constraint method
has proven to be exceptionally effective, particularly when compared to the weighted sum
approach. In the weighted sum method, all objective functions receive weights and are
combined into a single-objective function. However, it is worth noting that a well-known
optimization technique like the epsilon-constraint method does come with two notable
drawbacks that warrant careful consideration. When dealing with “p” objective functions,
it becomes essential to define the range of “p-1” objective functions, as these objectives are
treated as constraints in the problem [35].

In this paper, addressing these challenges entails the utilization of the lexicographic
optimization technique to effectively ascertain the permissible range for each objective
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function. This approach serves to alleviate the initial limitation of this multi-objective
optimization method. To confront the second issue concerning the efficiency and quality of
the resulting solutions, we employ a modified epsilon-constraint technique. Consequently,
this paper combines a hybrid approach involving the adapted epsilon-constraint and lex-
icographic optimization methods to resolve the presented multi-objective optimization
dilemma characterized by conflicting objective functions. The core concept of this method-
ology revolves around designating one of the objective functions as the primary focus while
treating all other functions as constraints within the problem, as outlined below.{

min, f1(χ)

f2(χ) ≤ e2, . . . fp(χ) ≤ ep.
(21)

where “p” represents the count of objective functions, and “x” refers to the decision vari-
able vector. As indicated by the expression above, the goal is to minimize all objective
functions. As previously mentioned, it is vital to establish the permissible ranges for the
“p-1 ” objective functions. This can be accomplished by utilizing a payoff matrix. To create
this payoff matrix, the problem is initially solved as a single-objective optimization problem
to determine the optimal values for each objective function. Subsequently, these values
are used to compute the single optimal values for the other objective functions, denoted
as fi(χ

∗
i ) and χ∗

i , respectively. The resulting matrix of outcomes is structured with rows
that depict various combinations of objective function values. For a deeper comprehension
and access to the associated equations, kindly consult the provided reference. It is worth
highlighting that the remaining objective functions possess a sole optimal value.

fi(χ
∗
i ), f2(χ

∗
i ), f ∗i−1(χ

∗
i ), fi+1(χ

∗
i ), . . . fp(χ

∗
i ). (22)

The formation of the payoff matrix involves arranging the elements of each row (i) in
a particular fashion.

f1(χ
∗
i ), f2(χ

∗
i ), . . . fi(χ

∗
i ), fp(χ

∗
i ). (23)

Q =



f ∗1 (χ
∗
1) · · · fi(χ

∗
1) · · · fp(χ

∗
1)

...
f1(χ

∗
i ) · · · f ∗i (χ

∗
i ) · · · fp(χ

∗
i )

...
f1(χ

∗
p) · · · fi(χ

∗
p) · · · f ∗p (χ

∗
p)

. (24)

The payoff matrix, denoted as (p × q ), is a square matrix in which each column
(n) represents the optimal value of a specific objective function ( fn), constrained within
minimum and maximum values. Meanwhile, the utopia point ( f U) signifies the optimal
values of all objectives within an infeasible region.

f U = [ f U
1 , . . . , f U

i , . . . , f U
p ] = [ f ∗1 (χ

∗
1), . . . , f ∗i (χ

∗
i ), . . . , f ∗p (χ

∗
p)]. (25)

On the contrary, the nadir point (denoted as f N ) designates the point within the
objective region where all objective functions reach their most unfavorable values.

f N = [ f N
1 , . . . , f N

i , . . . , f N
p ]. (26)

where {
f N
i = (Max/χ) fi(χ).
Compliance with: x ∈ Ω.

(27)
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The feasible region (Ω) includes the pseudo-nadir point, which closely resembles the
nadir point, and it is represented as follows:

f SN = [ f SN
1 , . . . , f SN

i , . . . , f SN
p , . . .]. (28)

f SN
i = max{ fi(χ

∗
1), . . . , f ∗i (χ

∗
i ), . . . , fi(χ

∗
p)}. (29)

The range of objective functions is established by utilizing the utopia and pseudo-nadir
points in accordance with the following formula:

f U
i ≤ fi(χ) ≤ f SN

i . (30)

The objective space depicted in Figure 8 is defined by the number of objective function
dimensions. The utopia, pseudo-nadir, and nadir points aid in illustrating the Pareto
frontier by segmenting the ranges of objective functions into equal intervals with the
assistance of intermediate grid points denoted as (q2 − 1), . . . , (qp − 1). Consequently, this
necessitates the solution of ∏

p
i=2(qi+1) subproblems,

min f1(χ),

so that
f2(χ) ≤ e2,n2, . . . , fp(χ) ≤ ep,np (31)

where:

e2,n2 = f SN
2 −

(
f SN
2 − f U

2
q2

)
× n2, n2 = 0, 1, . . . , q2

e2,n2 = f SN
p −

(
f SN
p − f U

p

qp

)
× np, np = 0, 1, . . . , qp. (32)

Figure 8. The Pareto set, which includes the utopia point, the nadir point, and the pseudo-Nadir point.

The approach entails addressing subproblems by incorporating the constraints from
Equation (32) in addition to the primary problem’s constraints. This helps in deriving the
Pareto-optimal front and removing infeasible solutions. The objective function constraints
are converted into equalities using the slack variable method as part of this process.
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
Min,

(
f1(χ̄)− r1 ∑P

i=2

(
si
ri

))
.

Subject to
fi(χ̄) + si, ni = ei, ni,→ i = 2, . . . , psi, ni ∈ R+.
χ̄ ∈ Ω.

(33)

The approach denoted as s2, ..., sp tackles scaling problems by introducing slack vari-
ables according to the formula in Equation (33). It also incorporates a term denoted as
r1(si/ri) into the objective function to manage discrepancies in objective scales. The ob-
jective function ranges are determined using the payoff matrix (ri = f S

i N − f U
i ). This

method employs the augmented epsilon-constraint approach to the multi-objective opti-
mization process. In this process, the decision maker chooses the most desirable solution
based on linear membership functions defined for each objective function using the fuzzy
satisfying method.

µFi(χ) =


1 Fi(χ) ≤ Fmin

i .
Fmax

i −Fi(χ)

Fmax
i −Fmin

i
Fmin

i ≤ Fi(χ) ≤ Fmax
i .

0 Fi(χ) ≥ Fmax
i .

(34)

The membership function assesses the degree of satisfaction of the objective function
condition, where a value of 1 signifies full satisfaction, and 0 indicates no satisfaction.
In this context, Fk

i stands for the value of each objective function, while µk
i represents

the membership value in Pareto solution k. This membership function is formulated to
minimize objective functions. The cumulative membership value (µk

i ) determines the
solution that strikes the most balanced compromise.

µk =
∑P

i=1 wiµ
k
i

∑M
k=1 ∑P

i=1 wiµ
k
i

. (35)

The weighting factor (ωi) is responsible for gauging the significance of each objective
function (i) when the decision maker is choosing the optimal expansion plan according
to system requirements. The solution with the highest µk

i value is selected as the most
balanced solution, considering the weighted membership values.

5. Simulation Results and Discussion

To assess and evaluate the effectiveness of the suggested approach for coordinating
the controller coefficients of PSSs and UPFCs in power systems, considering both economic
and technical factors, this study employs the IEEE 9-bus and IEEE 39-bus test systems.
In this investigation, a synchronous reference frame is employed to model these systems,
and it assumes that the speed and rotor angle of each generator are compared with the
reference generator (slack) angle.

5.1. IEEE Nine-Bus Case Study

The IEEE nine-bus system comprises three generators and nine lines, as detailed in
reference [38]. The simulation is based on a time step of 0.0001 s, with the rotor angle of
generator 1 serving as the reference angle for the study. Additionally, a controllable UPFC
device with an optimized coefficient controller is installed between buses 6 and 9 to manage
the voltage and power flow between these buses, as shown in Figure 9.
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Figure 9. Schematic of the simulated file of the IEEE 9−bus case.

The three-dimensional Pareto distribution chart of the final objective functions includes
the total production cost (axis X), voltage deviations (axis Y), and total frequency deviations
(axis Z) for the optimal and coordinated operation of PSSs and UPFCs, as shown in Figure 10.
As observed in this chart, the most suitable operating point with the lowest production cost
is equal to 1107.3, at which point there are the highest voltage and frequency deviations.
On the other hand, the most suitable operating point with the lowest voltage deviation
is equal to 0.145, at which point there are the highest production costs and frequency
deviations. Additionally, the most suitable operating point with the lowest frequency
deviation corresponds to a frequency deviation of 0.0029, where the objective functions
of operating costs and voltage deviations are far from optimal conditions. Therefore, it
can be said that the objectives in this network are conflicting with each other. Therefore,
since in the present network, all three objective functions have the same importance,
and the coefficients of the controllers are selected for conditions where all three objective
functions are in optimal agreement. Therefore, it can be said that the proposed method
provides an effective framework for system recovery with the desired objectives in the
event of a cyber physical-attack or disruption in the power system.

Figures 11 and 12 are centered on the following two key aspects: technical factors (total
speed deviations and voltage deviation) and the total generation cost of the generators
within the system. These aspects are evaluated when the coefficients of the coordinated
controller for the UPFC and PSSs are optimized using both PM and various previous
state-of-the-art research approaches. These figures reveal that the system and generators
are in an optimally stable condition within the first 5 s of real-time simulation. However,
in this case study, a cyber–physical attack leads to the sudden disconnection of the line
between buses 4 and 5 at the 35 s mark.
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Figure 10. Three-dimensional Pareto diagram of optimal objective functions in the IEEE 9−bus network.

Figure 11. Total cost and total speed deviation of IEEE 9−bus network for scenario of line outage
between buses 4 and 5.
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Figure 12. Voltage deviation of IEEE 9−bus network for scenario of line outage between buses 4
and 5.

As depicted in Figures 11 and 12, PM exhibits the quickest response in restoring
the power system to a stable state, with minimal generation costs compared to other
previous state-of-the-art (SOTA) techniques. Additionally, Figure 12 indicates that the
best performance in controlling the bus voltage is related to PM, with minimum voltage
deviation throughout the operation. Regarding this aspect, Figure 13 illustrates how the
optimal generation point and rotor angle of the generators change after the mentioned
line outage for the PM method. PM promptly identifies the new stable rotor angle in real
time compared to prior research, demonstrating the high accuracy and capability of the
proposed approach in estimating the optimal secure operation point of the system in the
face of cyber-physical attacks.

Figure 13. Output power and rotor-angle generators in IEEE 9−bus network (for PM condition) for
scenario of line outage between buses 4 and 5.
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Table 1 offers a comparison of the performance of PM with previous SOTA research in
terms of total generation cost, speed deviation, and voltage deviation for different scenarios
involving cyber-physical attacks. The table highlights PM’s superiority in identifying the
secure and optimal generation point of the system following disturbances, showcasing its
accuracy and speed. It reports the minimum total generation cost across all scenarios for
PM while also noting that PM exhibits the highest speed with the best accuracy in damping
system oscillations with minimum voltage deviation.

Table 1. Comparison of performance between the PM and previous SOTA methods in different
scenarios of cyber-attacks on the IEEE 9−bus network.

Disturbance
Indexes Operating

Cost ($)
Speed

Deviation (pu)
Voltage

Deviation (pu)
CPU-Time for
Optimization

Number of
Iterations

Line outage
between

buses 4 and 5

PM
1107.48 0.00017 0.1714

122.1 21
✓ ✓ ✓

[32,39]
1107.96 0.00256 0.1942

186.45 32
✗ ✓ ✗

[3,40,41]
1107.98 0.00186 0.2032

245 49
✗ ✓ ✗

Line outage
between

buses 7 and 8

PM
1112.52 0.00011 0.1218

122.1 21
✓ ✓ ✓

[32,39]
1113.84 0.00341 0.1621

186.45 32
✗ ✓ ✗

[3,40,41]
1113.72 0.00262 0.3245

245 49
✗ ✓ ✗

Line outage
between

buses 6 and 9

PM
1101.41 0.00056 0.1023

122.1 21
✓ ✓ ✓

[32,39]
1102.82 0.00423 0.1851

186.45 32
✗ ✓ ✗

[3,40,41]
1103.05 0.00384 0.3521

245 49
✗ ✓ ✗

5.2. IEEE 39-Bus Case Study

The next study will involve an evaluation of the IEEE 39-bus system [42]. The schematic
diagram of the IEEE 39-bus test system, which includes 10 generators and 45 lines, is pre-
sented in Figure 13. Notably, Figure 14 illustrates the placement of a controllable UPFC in
the line between bus 10 and 11. Similar to the previous case study, this study will focus
on the optimized coordinated controller of UPFC and PSS to achieve an efficient response
and establish the optimal and secure operating point of the power system against sudden
disturbances, such as those caused by cyber-physical attacks. The simulation will assume a
time step of 0.0001 s, and the rotor angle of generator 2 will serve as the reference angle for
this analysis.

Figures 15 and 16 are dedicated to examining the total speed deviation, total generation
cost, and voltage deviation of the IEEE 39 bus test system. This analysis is conducted after
optimizing the coefficient factors of the coordinated controller for UPFC and PSSs using
Proportional-Integral control (PM) and various advanced research methods that have been
previously developed. According to the findings presented in these figures, the power
system and its generators are operating optimally and in a stable condition before the
fifth second of real-time simulation. However, in the context of this case study, a sudden
cyber-physical attack occurs at the hundredth second, resulting in the disconnection of
the line between bus 4 and 14. Remarkably, as depicted in Figures 15 and 16, PM exhibits
the swiftest response in restoring the power system to a stable condition with the least
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generation cost and minimum voltage deviation throughout the operation time when
compared to other previously established state-of-the-art techniques.

Figure 14. Schematic of the simulated file of the IEEE 39−Bus.

Figure 15. Total cost and total speed deviation of IEEE 39−Bus for scenario of line outage between
bus 4 and 14.
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Figure 16. Voltage deviation of IEEE 39−Bus for scenario of line outage between bus 4 and 14.

In this regard, as illustrated in Figure 17, it becomes evident that the optimal generation
points and rotor angles of the generators within the system undergo a change following
the mentioned line outage. As a result, PM dynamically establishes a new stable rotor
angle point in real-time, distinguishing itself from previous research approaches. This
demonstrates the high degree of accuracy and the capability of the proposed method
in effectively determining the optimal and secure operational point of the system when
confronted with cyber-physical attacks.

Figure 17. Output power and rotor angle generators in IEEE 39−Bus (for PM condition) for scenario
of line outage between bus 4 and 14.

Table 2 provides a comparison of PM’s performance with previous SOTA research in
terms of total generation cost, total speed deviation and voltage deviation under various
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scenarios involving cyber-physical attacks. It is evident from this table that PM outperforms
previous methods significantly in identifying the secure and optimal generation point of
the system following disturbances. This superiority is observed in terms of both accuracy
and speed. Moreover, the table highlights that PM consistently achieves the lowest total
generation cost across all scenarios. Additionally, when it comes to effectively dampening
system oscillations with the highest speed and best accuracy, PM also stands out as the
most capable approach among the considered methods.

Table 2. Comparison performance of the PM and Previous SOTA methods in different scenario of
cyber-attack to the IEEE 39−Bus.

Disturbance
Indexes Operating

Cost (USD)
Speed

Deviation (pu)
Voltage

Deviation (pu)
CPU Time for
Optimization

Number of
Iterations

Line outage
between

buses 4 and 14

PM
1999.66 0.00054 0.1961

1119.25 48
✓ ✓ ✓

[32,39]
199.93 0.0010 1.015

2541.3 62
✗ ✓ ✗

[3,40,41]
1999.95 0.0011 1.018

2812 71
✗ ✓ ✗

Line outage
between

buses 2 and 39

PM
2024.31 0.00041 0.1218

1119.25 48
✓ ✓ ✓

[32,39]
2042.64 0.00541 0.954

2541.3 62
✗ ✓ ✗

[3,40,41]
2032.21 0.00627 0.971

2812 71
✗ ✓ ✗

Line outage
between

buses 25 and 26

PM
1959.72 0.00042 0.1831

1119.25 48
✓ ✓ ✓

[32,39]
1962.28 0.00217 1.0618

2541.3 62
✗ ✓ ✗

[3,40,41]
1960.63 0.00451 1.0279

2812 71
✗ ✓ ✗

6. Conclusions

This paper presents a novel approach to effectively coordinating the control of UPFCs
and PSSs while simultaneously addressing both the security of the power system and its
generation cost. This approach is versatile and suitable for real-time and online scenarios,
even in the presence of sudden disruptions like cyber-physical attacks. To achieve this,
the proposed method employs a modified hybrid technique that combines multi-objective
optimization with the MOHH and Lexicographic optimization technique. This innovative
concept is adaptable to various network models, encompassing both network-preserving
and network-reduction-based applications. Furthermore, it takes into consideration the
intricacies of the power system and its dynamic controller during real-time simulations.
Consequently, this approach empowers power managers to strike a balance between cost-
effective operation and the assurance of system safety. The method underwent testing
using both the IEEE 9-bus and IEEE 39-bus test systems.

The simulation results demonstrate the power manager’s ability to swiftly and ac-
curately identify a secure and cost-effective operating point for both the system and its
generators in real-time scenarios, even in the presence of transient disturbances like a cyber-
physical line outage. Additionally, the method exhibits the ability to continuously estimate
the optimal secure operating point for the system and manage the power flow passing
through the transmission line throughout the real-time simulation without compromising
the assessment of transient stability details. As a result, this approach proves to be highly
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efficient, accurate, and straightforward, with minimal computational demands, making it
well-suited for online and real-time applications.
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Abbreviations
The following abbreviations are used in this manuscript:

UPFC Unified Power Flow Controller
PSS Power System Stabilizer
MOHH Multi-Objective Harris Hawks
FACTS Flexible Alternating Current Transmission System
LFO Low-Frequency Oscillation
POD Power Oscillation Damping
PWM Pulse-Width Modulation
ALO Ant Lion Optimization
DECL Developed epsilon-constraint and lexicographic methods
AVR Automatic Voltage Regulator
IUPFC Interline Unified Power Flow Controller
STATCOM Static Synchronous Compensator
SMIB Single Machine, Infinite Bus
VSC Voltage-Sourced Converter
PSO Particle Swarm Optimization
PLL Phase-Locked Loop
Vs Sending-side voltage in area 1
VR Receiving-side voltage in area 2
Ps Sending-side active power in area 1
PR Receiving-side active power in area 2
P* Active power reference of series controller in UPFC
Q* Reactive power reference of series controller in UPFC
Vup f c

d d-axis reference voltage of shunt controller in UPFC
Vup f c

q q-axis reference voltage of shunt controller in UPFC
Vc Voltage induced into the power line by the series converter of UPFC
L Equivalent inductance in receiving side of power network
[Ki]UPFC Coefficient controller of UPFC
[Ki, Ti]PSS Coefficient controller of PSS
Vd d-axis voltage of generator
Vq q-axis voltage of generator
Rs Equivalent resistance of the stator in the generator
id d-axis current of the stator in the generator
iq q-axis current of the stator in the generator
ϕd d-axis magnetic flux of the stator in the generator
ϕq q-axis magnetic flux of the stator in the generator
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ωr Rotor angular velocity
V

′

f d Derivative d-axis voltage of the generator

V
′

f q Derivative q-axis voltage of the generator

R
′

f d Derivative of equivalent d-axis resistance of the generator’s stator

R
′

kd Derivative of equivalent q-axis resistance of the generator’s stator
i
′

f d Derivative d-axis current of the generator’s stator

i
′

kq1 Derivative q-axis current of the generator’s stator

ϕ
′

kd Derivative d-axis magnetic flux of the generator’s stator
ϕ

′

kd Derivative d-axis magnetic flux of the generator’s stator
ϕ

′

kq2 Derivative q-axis magnetic flux of the generator’s stator
Ld d-axis inductance of the generator
Lq q-axis inductance of the generator
Lmd d-axis mutual inductance of the generator
Lmq q-axis mutual inductance of the generator
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