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ABSTRACT

Testing Deterministic Avionics Networks Using
Orthogonal Arrays

Muhammed Efe ALTUNTAS

Department of Avionics Engineering

Master of Science Thesis

Supervisor: Prof. Erhan AKDOGAN
Co-supervisor: Dr. Ibrahim HOKELEK

The Integrated Modular Avionics (IMA) concept has become popular to meet the
increasing requirements of next-generation aircraft. Ethernet-based deterministic
network (DTN) protocols have been developed for the IMA concept. ARINC 664 which
is DTN protocol, provides end-to-end communication with bounded latency and jitter
for safety-critical applications in avionics systems. Existing certification requirements
for equipment to be used on aircraft determine the design assurance levels (DAL)
based on the equipment’s criticality levels. Due to the safety criticality in the DTN, it
is characterized as DAL A, which means the highest criticality. Therefore, a test bed
should be prepared that includes all possible scenarios when using a deterministic
network. However, It is not achievable to generate a test suite with a feasible size
without employing a formal design of experiment method such as orthogonal arrays
(OAs) if we consider all possible combinations of DTN switch configuration parameters
such as the number of virtual links (VLs), the frame size, and bandwidth allocation
gap for each connection. Because the basic logic of the orthogonal array is to obtain
all pairwise combinations once and obtain a subsystem that will cover the entire test
space. Using OAs is not sufficient to generate test cases representing real-life usage
of DTN switches since many combinations of VL parameters may be inadvertently
eliminated by the OA generation process. In this thesis, we present an approach,
called chained OAs, where multiple applications of OAs are applied to the test factors to
generate test cases that are representative of real-life usage of DTN switches. The test
cases are converted into executable test scripts to be run by the commercial test system.

xii



This study shows that chained OAs method is capable of reducing prohibitively large
number of tests required for complex systems, while covering pair-wise combinations
of all test parameters.

Keywords: Orthogonal array, test generation, deterministic network, ARINC 664,
avionics
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OZET

Ortogonal Diziler Kullanilarak Deterministik Aglarin
Test Edilmesi

Muhammed Efe ALTUNTAS

Aviyonik Miihendisligi Anabilim Dali
Yiiksek Lisans Tezi

Danigsman: Prof. Dr. Erhan AKDOGAN
Es-Danisman: Dr. Ibrahim HOKELEK

ARINC 664, aviyonik sistemlerdeki kritik giivenlik uygulamalari i¢in sinirli gecikme
ve titresim saglayan, yaygin olarak kullanilan Ethernet tabanli bir deterministik
ag (DTN) standardidir.  Deterministik ag kullamimi acgisindan kritik gorevlere
sahip olmasi nedeniyle giivenlik degerlendirmesi DAL A olmalidir. Bu nedenle
deterministik ag ekipmanlarinin tiim olasiliklar1 kapsayan cok ciddi testlere tabi
tutulmasi gerekmektedir. Her baglanti icin sanal bag, paket boyutu, bant genisligi
tahsis protokolii gibi biitiin ag anahtar1 konfigiirasyon parametreleri ele alindiginda
tiim olasiliklar1 kapsayan bir test siireci diisiniilemez. Ciinkd bu durum hem zaman
hem de maliyet agisindan uygulanabilir degildir. Dolayisiyla test uzayini anlaml
bir sekilde kiiciilterek biitiin uzay: kapsayacak bir alt uzay elde etmek gerekir. Bu
ozelliklere sahip uygulanabilir bir test diizenegi elde edilmesine yardimci olacak deney
tasarimi metodunun adi ortogonal dizilerdir. Ortogonal arraydeki temel amac, biitiin
deney tasarimi parametrelerinin ikili kombinasyonlarini ¢ikartarak biitiin olasiliklar
elde etmektir. Fakat, ortogonal dizi liretim siirecinde sanal bag parametrelerinin
bircok kombinasyonu yok sayilabilir. Bu nedenle ortogonal diziler, deterministik
anahtarlarin gercek hayattaki kullanimini temsil eden test senaryolarini olusturmak
icin tek basina yeterli degildir. Bu tezde deterministik ag anahtarlarinin gercek
hayattaki kullanimini temsil eden test senaryolar1 olusturmak icin test faktorlerine
ardisik bir sekilde ortogonal dizileri uygulayarak zincirleme ortogonal dizi adinda
yeni bir yaklasim sunuyoruz. Sonug olarak zincirleme ortogonal dizilerden elde edilen

test senaryolari, ticari bir test sistemi tarafindan calistirilmak {izere yiiriitiilebilir test

Xiv



komut dosyalarina doniistiiriiliir. Bu ¢alisma, zincirleme ortogonal diziler yonteminin,
tlim test parametrelerinin ikili kombinasyonlarini kapsarken, karmasik sistemler i¢in
gereken cok sayida testi azaltabildigini gostermektedir.

Anahtar Kelimeler: Ortogonal diziler, test iiretimi, deterministik aglar, ARINC 664,
aviyonik

YILDIZ TEKNIK UNIVERSITESI
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1

INTRODUCTION

1.1 Literature Review

Over time, there have been significant developments in aircraft systems. Avionics
systems have also taken their share from this development. The avionics architectures
used in the early examples did not work as a system but as a separate module. For
this reason, point-to-point and limited-speed communication met the needs of avionic
modules. Therefore, it was not difficult to provide the requirements such as low jitter,
low packet loss, and low latency, which must meet in terms of determinism. However,
the development of digital electronics has led to an increase in avionic systems and
tasks. As a result, these developments have caused to development of different
and complex avionics architectures. Due to changing communication requirements,
complex avionics architectures required new protocols. Therefore, various complex
communication protocols are emerged such as ARINC 429, MIL-STD-1553, and ARINC
629. The primary purpose of these protocols is to provide a deterministic network.
Therefore, these various protocols have used it to provide low packet loss, low
latency, and jitter. These developments have gained another dimension with the IMA
architecture used today. Because the ARINC 664 protocol, which is used thanks to this
architecture, creates a network far beyond just a data bus.

The ARINC 664 protocol is a virtual link-based protocol. Virtual links are connections
established between end systems. Traffic is provided by the frames sent from these
links. In order to obtain deterministic traffic, it is necessary to keep the packet loss,
jitter, and latency to the lowest level in the frames sent over virtual links. Therefore,
generated traffic must have precomputed and predictable packet loss jitter and latency.
In this case, network traffic is regulated offline by constrained different parameters
of virtual links such as BAG, L,,;,, L, and jitter. Therefore, due to the regulated
traffic, ARINC 664 was named as a deterministic network. The ARINC 664 network
can be used in an avionic sub-system or an entire network application in the aircraft.
This case shows that the IMA architecture is a network-centric architecture and how
important ARINC 664 is for the architecture. Therefore, ARINC 664 must-have DAL



e Catastrophic
e Failure Rate : < 10~°

¢ Hazardous
e Failure Rate: < 1077

¢ Major
* Failure Rate : < 107>
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* No safety metric

* No effect
* No safety metric

Figure 1.1. Design assurance level

A level reliability in a design for the IMA architecture [[1]. Design Assurance Level A
(DAL A) means serious testing of the relevant equipment.

Certifications must be obtained from the necessary authorities to use the avionic
systems in the aircraft. These certifications can be achieved at the module level in
the airliner. An ARINC 664 network module has safety requirements for using in
an aircraft. These requirements determine whether the equipment should be certified
and the level of criticality. According to the task the equipment undertakes, this critical
level is classified according to the requirements in the classification table called the
design assurance level (DAL) which is determined the classification of criticality of
the level. There are five different DAL levels, as seen in Figure [2]]. These are in
order the most important error level, which should be the lowest error rate, to the
unimportant error levels. First of all, the DAL level A is for catastrophic conditions.
In other words, the critical systems developed have an error rate less than 1077.
Therefore, systems that will result in accidental breakdown and death in the event of
an error in the aircraft are considered DAL A. The DAL level that causes the conditions
called Hazardous is DAL B. Systems developed at this DAL level should have an error
rate of 1077 or less. When they make a mistake in these systems, they may suffer an
accident at a level that cannot be called specific, like DAL A, and situations that may

result in death occur. At this point, the brake systems of the aircraft can be given as



an example. DAL C, on the other hand, has an accident rate of 10~ or less, as seen
in Figure Also, accidents with DAL C levels are called major accidents. We can
give an example of the breakdown of the backup system in the aircraft for DAL C.
The DAL D level, the minor level, is the situation that can only make flight difficult.
An example is that ground navigation systems make mistakes. Finally, DAL E is the
passenger entertainment systems’ fault that does not affect the flight. There was no
need to give any failure rate to DAL D and DAL E []3]], [4]].

1.2 Objective of the Thesis
When ARINC 664 is considered in terms of DAL levels, it needs to work with DAL A,

that is, an error rate of one billionth, to operate safely in the aircraft. Therefore, it
should be designed with an accuracy that will make errors at the determined rates
because the ARINC 664 protocol is a network designed for significant frames that
are time-critical in the aircraft and should not drop. It is necessary to prove that
ARINC 664 equipment, which has this criticality and error rate, is designed and
working correctly. For this reason, these network elements must pass serious tests.
These tests should cover all the possibilities that the equipment may encounter, both
in-ground position and while flying through the air. It is impossible to apply tests that
will include all possibilities directly, both in terms of time and cost. Experimenting
with all possibilities means creating configuration files for ARINC 664 equipment
containing all possibilities. Because all traffic scenarios are implemented thanks to
the configuration files that are prepared and uploaded to the network. At this point,
when you look at the switch and end system variables described in Section[4.I]and the
values they can take, you can see how huge our configuration space is. As a result, it
is not possible to apply tests that will include all possibilities directly, both in terms of
time and cost. Therefore, with orthogonal arrays, a scientific method, the test space
was reduced to cover the entire test space. As a result, orthogonal arrays provided a

significant gain in both time and cost.

1.3 Hypothesis

Ethernet-based deterministic network (DTN) technologies have been developed to
cope with the high speed data communication requirements of the modern avionics
applications. ARINC 664, which is a commonly used DTN technology, provides
the bounded latency and jitter when safety critical applications communicate with
each other over the avionics networks within an aircraft. Because of their DAL A
safety-critical nature, the availability of large number of configuration options and

high speed operation using thousands of virtual links, testing ARINC 664 switches is
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a challenging task.

Prohibitively great numbers of combinations of DTN configurations necessitates that
formal test generation techniques be employed to effectively reduce the number of
tests. Orthogonal array (OA) is a popular technique to optimize test suite size for
systems with many features while maintaining their coverage [|5-11]. However, using
a single level OAs is not sufficient to generate test cases representing realistic operating
conditions of DTN switches. Many combinations of switch configuration parameters
may be inadvertently eliminated by the OA optimization process. In this thesis, we
present an approach, called chained OAs, where multiple and consecutive applications
of OAs are employed to generate tests that are representative of real-life usage of DTN
switches. Chained OAs method allows for preserving the number of combinations
for a set of selected features, while eliminating redundant combinations for others
as decided by test engineers. We define two stages for the chained OA method in
test generation of DTN switches. First, combinations of different number of virtual
links (VLs) that can be assigned to each switch port are generated by OAs. Then,
the OA output elements are used as inputs to a set of second stage OAs to determine
the remaining switch parameters such as transmission time gaps between consecutive
frames, minimum and maximum frame sizes, and VL priorities. The OA outputs are
generated using an open source Python library, called oapackage [12]]. The tests
generated by the chained OAs method are converted into executable scripts, which
are applied to a DTN switch under test by a commercial test system, called AIM [[13]].

1.4 Related Work

ARINC 664 equipment has been designed many times, and various testing activities
have been carried out to prove their correct operation. While some of these tests
only include performance tests, some appear as functional validation tests. In
this subsection, the testing activities of ARINC 664 equipment prepared so far are

mentioned.

One of the most crucial performance tests for ARINC 664 equipment is the end-to-end
measured latency tests. Chen and Song [[14]] aimed to measure the end-to-end delay
by performing a loopback test in their study. They managed to do this by throwing a
package from the source end system to the destination end system and throwing the
same package from the destination to the source end system, and making the necessary
measurements. In addition, they have made functional tests by injecting various errors
such as VL error, port error, network error into the packets. While conducting these
tests, they used an industrial PC with an AFDX end system, AFDX switch, and AFDX



end system they developed.

In another study [|15]], the study is contained that implementing the AFDX end system
on a Zynq SOC. In the setup, there is one cisco Ethernet switch, one TTech AFDX
switch, two end systems developed by authors and one end system developed by CES.
This test system first checked the compatibility of the packets thrown from the end
system they designed with the protocol. While doing this, they used the Wireshark
program. They also used CES CAD-X for more detailed investigations. They also had
the opportunity to compare the data they observed in Wireshark with the CES CAD-X
data. Latency tests were also performed using CES CAD-X. The latency test was done
by sending multiple frames in a window time slot and then checking how long it took
the hardware to send a frame. CAD-X displays the time between the acquisition of
two successive frames testing different frame lengths. They also performed various

hardware sampling and queuing tests.

Qu, Yang et al. []16] established a PXI Bus-based test system in their study. This
test system includes one PXI-C664 AFDX simulation card, one PXI-8115 controller,
and AFDX equipment to be tested. In addition, according to the test requested
from the Ethernet interface on the PXI-8115 controller, the data required for
generating error-injected or standard error-free packages are sent to the PXI-C664
AFDX simulation card via PXI Bus. In addition, the behavior of AFDX equipment and
PXI-C664 equipment is monitored over this PXI Bus. In this test setup, they inject error
cases such as VL ID error injection, UDP port number error, fault of IP address, fault
of AFDX payload, sequence number error into the packets and send the generated
error packets to the AFDX equipment. They examine the behavior of AFDX equipment

against them.

In another related recent study [[17]], the authors developed a test system consisting of
two different equipments. The first equipment is used for the network configuration
tool while the second equipment is used for the avionics bus test tool. The network
configuration tool generates configuration files in the form of .xml or .hex used
for configuring end systems. The avionics bus test tool monitors test transmission
accuracy and ARINC 664 network speed. It also does various VL tests and loopback
tests. Again in this study, PXI-C664 AFDX simulation card and PXI-8115 controller

were used.

Reliability is essential for avionic networks. Li, Huang, and Liao [|18] were studied
on test profile design for reliability testing of ARINC 664 networks. They focused on
traffic-based reliability testing. Because the testing since the performance reliability
depends on the traffic load of the network system. If the traffic load is high, the



transmission latency and error rate will be increased. Therefore, ARINC 664 networks
should be tested under different traffic profiles. VL ID, message size and frequency, and
traffic duration parameters are defined for creating different traffic loads. The traffic

load was determined by arranging these parameters according to different scenarios.

Alena and others [[19]] creates test-bed for AFDX Ancillary Sensor Network (ASN). A
test infrastructure was created to test various AFDX commercial products to perform
performance and compatibility tests. A representative ASN configuration was used
for this test engine. The primary purpose of this test-bed is to test time determinism
and network throughput features of AFDX network elements. Error situations were
determined by creating a heavy traffic load on the network. There were two
requirements to perform the test cases. The first was to create a test vector set
containing parameters such as frame transmission frequency BAG, packet data sizes,
and VL numbers. Another requirement is to analyze while using the 100 Mbps bus at
full capacity. The software that will determine the traffic flow of the system, generate
messages, and inject errors into the messages it produces, has been written by the
team. In addition, the test team has developed their software to meet various needs
such as jitter analysis, bandwidth analysis, error conditions, and latency analysis for
monitoring tasks and analysis. By bringing them all together, they tested various AFDX
network elements in the system they established. They used program called Panorama

V to analyze the statistical results from their software.

In different ARINC 664 test study [[20], ARINC 664 protocol conformance test is
applied to designed ARINC 664 switch with autotest platform. The reason for the
switch selection is that it is the core element of ARINC 664 networks. The test
cases are divided into two groups. These are functional and performance tests. The
functional tests include communication, filtering, and policing. Also, the performance
tests include wire-speed tests for receiving and policing, latency, and jitter tests. These
tests are applied with three different test methods. One of them is the concurrent
test subset. Sending traffic flow concurrently to all switch input ports is needed
for switching and performance tests. Another subset is the injection traffic error
test subset. This test subset is important to understand switch actions against the
negative case of the protocol. This subset includes filtering and policing functions.
Frames, which do not match with the features of ARINC 664 protocol, should be
dropped. That’s why, negative cases should be needed to test for conformance tests.
The last test subset is integrity. It is applied to test the other features of the switch
such as pin programming, monitor, configuration, which must be complied with the
ARINC 664 protocol. The architecture of the test system consisted of end systems,
embedded test manager, and remote controller. This remote test manager is connected

to an embedded test CPU. When tests run from remote tests manager, embedded test
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CPU sends configurations to prepare the end system on the PCI bus and create all
traffic with configuration. Then, it runs the test case. Lastly, it reports the results of
the test case. This test platform tests the switches which have 8 to 24 ports. This
autotest platform has different test scenarios concerning switch features. There are
120 different test cases. It provides hundred percent of coverage of the switch features.

One of test and simulation module manufacturer who is AIM Gmbh [[21], designs
the ARINC 664 test-bed for the switch and end system of the protocol. This test-bed
consists of two different elements. These are test manager software and test hardware.
This test-bed has different specific test scenarios for testing ARINC 664 features of
modules. For switch, it has more than 59 tests in ten different test headings such as
filtering, policing, switching, performance, monitoring, configuration etc. Similar test
cases exist for end system tests [[22]]. The main idea of the AIM ARINC 664 test tool
is that it is to be able to run functional and performance tests. For each test, traffic is
generated from configurations. Tests are performed by sending the generated packets
to the DUT.

To conclude, various test environments have been developed for ARINC 664
equipment in various studies. Performance and functional tests were generally
performed in these test environments. The majority of these tests are based on
measuring the end-to-end delay, injecting the error, and observing the behavior of
the systems against various error conditions. Thus, it has been understood whether

the performance and functional requirements of the systems are fully met.

1.5 Organization of the Thesis

This thesis is organized as follows. The main purpose in Section [2|is to show that
the development of avionics architectures leads to the emergence of new network
protocols. As a result of this, it is emphasized that the IMA architecture used today
plays an important role in the emergence of the ARINC 664 protocol. Especially,
ARINC 664 avionics deterministic networks are outlined in Section [2.2.1lThe
fundamental features of OAs are introduced in Section Section |4| presents the
complexity of test space for avionics deterministic networks and impact of the chained
OA method to reduce the test suite size while preserving important test features. The

architecture of our DTN switch test system is summarized in Section



2

HISTORY OF AVIONICS ARCHITECTURES AND
NETWORK PROTOCOLS

With the development of technology over time, there have been revolutionary
developments in airplanes. When the first airplanes started to be used, they consisted
of mechanical systems. Especially, in the second world war, when it became clear that
air supremacy was more important, the studies in this field gained momentum. The
first use of electronics in aircrafts was analog electronic systems between 1950 and
1960. However, the development that can be considered vital for aircraft is seen as
using different electronic devices and systems that emerged with transistors in aircraft.
With the rapid development of digital electronics, electronic systems found a severe
place in aircraft systems after the 1970s [23[]. Thus, a separate sub-branch, called
avionics, emerged from the meeting of electronics with aviation. This situation reveals

the importance of electronics in aircraft systems.

The effects of the changes in the avionics architecture topology also determined
the changes in the avionics network. Therefore, over time, the needs of different
architectures led to the emergence of new network protocols. The last point these
network protocols have reached today is ARINC 664. This section will examine the
architectures and network protocols that emerged in the process up to ARINC 664.

2.1 Federated Avionics Architectures

Federated avionics architectures consist of different avionic modules called Line
Replaceable Unit (LRU) or Line Replaceable Module (LRM) [24]. Each LRU is an
electronic board. On the other hand, these electronic cards are in a structure that
can undertake only one task. The reason for this can be seen in the structure of the
federated modules in Figure Each module has its own I \O pin, CPU, infrastructure
0S, and application software in federated architectures [25]]. As seen in Figure
only one application software is run on the CPU in the module. Therefore, all modules

are designed to perform only one task. That’s why, the number of used avionics can
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Figure 2.1. Sample federated avionic architecture

be higher than number of avionics of IMA architecture or any other architecture. This
situation can create dependency on different companies in terms of COTS products.
In addition, aircraft weight increases in terms of the number of avionics used and

cabling. This is an undesirable situation in the design of aircraft.

Federated architectures that the combination of different modules will form need a
protocol that will enable communication between modules. As seen in Figure [2.3]
larger topologies are achieved at the system level by using the ARINC 429, ARINC
629, or MIL-STD-1553 protocol together with federated avionics architectures [26]. In
federated architectures, it is possible for a system consisting of LRUs to communicate
with different systems with a different databus over one LRU, as seen in Figure

This means that the architecture works holistically.

2.1.1 ARINC 429
The ARINC 429 protocol was developed by Aeronautical Radio, Incorporated (ARINC)

in 1977 and was finalized in 1983 for the communication of digital electronic systems
in aircraft with each other [23]] [27]. This communication protocol provides a
bidirectional data bus between digital systems in a distributed architecture which is
shown in Figure [2.2|[28]. One source (transmitter) and up to 20 sinks (receivers)
can be connected to this data bus [29]]. The maximum data rate that can be provided
between these connected devices is 100 kbps [30]. This is the high data rate required
for the digital systems of that day. Also, ARINC 429 provides a redundant connection
between terminals. This shows that ARINC 429 considers the reliability of the
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network.

For federated architectures, the network in Figure may be similar to ARINC
429. However, the unidirectional nature of ARINC 429 does not provide inter-system
communication which is explained in Section In addition, the low data rate of
ARINC 429 and including less sink modules than ARINC 629 in the protocol shows
that it cannot create a topology as large as ARINC 629.

2.1.2 ARINC 629

With federated systems, faster and more complex data paths were needed. One of
these needed data paths is the ARINC 629 protocol, which has been used in civil
aviation since 1995, developed by Aeronautical Radio, Incorporated (ARINC). This
protocol is firstly used in B777 aircraft [27]]. ARINC 629 is used for federated systems

as seen in Figure|2.3

Main starting point of ARINC 629 is to exchange data between avionic systems. That’s
why, acts as bidirectional unlike ARINC 429. In Figure there are different ARINC
629 data bus which are supporting up to 120 terminals [31]]. Some LRU can connect
to more than one data bus. That’s why, different subsystems can communicate over
the common LRU’s. ARINC 629 can host more than one master, namely ARINC
429 mutually sourced terminals. This is a requirement of the previously mentioned
bidirectional structure. In order to prevent the packets from being exposed to any
collisions in bidirectional structure, a network protocol called CSMA/CA is used to
check whether the channel to which the data will be sent is empty [|32]]. In addition,
ARINC 629 supports 2 Mbps data transfer rate, providing 20 times the speed of ARINC
429 [27]].
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From a safety point of view, ARINC 629 is a protocol that can be used in a redundant
structure. ARINC 629 protocol works in a redundant structure against errors on a
single data bus. Depending on the structure in the aircraft, each LRU can be connected
to more than one ARINC 629 data bus, one of which is redundant to the other.

2.1.3 MIL-STD-1553

Another bus protocol used with federated systems is the MIL-STD-1553 protocol
developed by the US department of defense for military systems. It was first tested
on F16 aircraft [|33]]. It has also been used in many sea and land vehicles. It is so
widely used because it is simple, deterministic, and reliable. As seen in Figure [2.4]
MIL-STD 1553 protocol works in a redundant structure against errors that may occur
on a single data bus. Also, it has a low error rate of 1-word fault per 10 million words.
This system consists of 3 different components; these components are Bus controller,

remote terminal, and bus monitor, which are shown in Figure [34]. We can say
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that the bus controller a kind of task computer. On the other hand, a remote terminal is
a subsystem that acts with the data coming from this task computer. The bus monitor
is the component that monitors the bus. MIL-STD-1553 protocol, which can receive

30 remote controls on a line, works at 1 Mbps as half-duplex [|35]].

2.2 Integrated Modular Avionics (IMA)

IMA technology is a form of avionics architecture that has been used since the 1990s.
Although it was first seen in the F22 raptor aircraft in the military sense, it is also
used in the B787 and A380 which are civil aviation aircraft [[36]]. In general, it works
with the opposite logic to the federated architecture. It is an architecture based on
powerful processors that can run multiple independently software applications. In
other words, the main purpose is based on the fact that a piece of hardware can be
used for more than one application [|36]. As seen in Figure the processor and
infrastructure operating system used in IMA architecture are common, but more than
one independent application is running on the upper layer. This means IMA hardware
to do multiple LRU jobs. Due to less hardware usage. there is a significant saving in

terms of aircraft weight, size, power consumption [37].

Since the same hardware can run more than one software, it can perform more
than one task at the same time. The tasks set for the hardware also determine the
application softwares to run. This indicates that the hardware has software-based
modularity. In this way, since the updates on the system will be on the software side,
serious convenience is provided. The convenience obtained in this development causes
a significant reduction in terms of both calendar and cost. In addition, this situation
contributes to the redundant structure in the system. A redundant structure is the
operation of the same systems independently. Therefore, thanks to this modularity,

redundant structures can be easily created [38]].

All functions in IMA are connected by common data network. In this way, all avionics
in the system can communicate. Nevertheless, the avionics system needs real-time
processing. In addition, considering the data sharing situation of critical systems with
each other, packet loss, delay, and jitter should be absent or minimized. Also, there is
a need for a communication protocol with a wide bandwidth among the developing
avionics systems, which is increasing in aircraft. In order to meet these requirements,
the system needs a deterministic network. In today’s IMA systems, this deterministic
network need is met with the ARINC 664 protocol [[23]].
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Figure 2.5. Federated and IMA modules architecture

2.2.1 ARINC 664 - Avionics Deterministic Network

The most important elements of an SW DTN include switch (SW), end systems (ESs),
and virtual links (VLs) [39]. Applications running on different ESs communicate
with each other using VLs that are routed by SW. The bounded latency and jitter
requirements for VLs are met by offline planning of SW: the number of VLs,
the source and destination ESs, the minimum and maximum frame sizes, and
bandwidth allocation gap (BAG) for all VLs [40H42]]. The main idea behind providing
deterministic communication is to limit the amount of traffic injected by each VL to the
network by setting allowed frame size and BAG values, to achieve the desired delay
and jitter objectives [43]]. BAG specifies the minimum transmission time between the
first bits of two consecutive frames. A traffic shaping mechanism running over each
VL will ensure that the amount of traffic injected by each node will be controlled
and the traffic exceeding the average and peak rates will be shaped. The switch will
enforce filtering and policing requirements, limiting fault propagation, and ensuring

determinism.

In the ARINC 664 redundancy management architecture, the same frame is
transmitted over two independent SWs and one of the received copies is sent to the
application layer at the receiver. ARINC 664 does not provide a reliable transmission
guarantee that all frames will be delivered to their destinations. However, in a properly
planned network, the amount of congestion can be predicted and limited during the
planning phase and the priority concept along with the redundancy management
provide a reliable data transmission service. For the safety certification of ARINC
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664, it is a common practice that the network calculus (NC) framework can be
applied to calculate the worst-case delay and jitter bounds for a given network
configuration [44]][45]. Figure depicts an DTN network with cascaded SWs,and
ESs, each of which is connected to the SWs via service and redundant VLs.

2.2.1.1 Virtual Link

ARINC 664 is a unidirectional protocol built on a virtual link. The virtual link is
an ARINC 664 element that connects end systems in the network to send frames to
each other [46]]. This connection between end systems can be defined as unicast or
multicast. An end system can send packets to one or more end systems. Some specific
configuration values are defined to the VLs to ensure determinism in the ARINC 664

system. Among these values, the minimum length (L,,;,,) that the package can take, the

maximum length (L,,,,) that the package can take, BAG (Bandwidth Allocation Gap),
jitter values [|47]]. L,;, and L, values indicate the range of values that the packet
length with the corresponding VL number can take [48]]. In this way, the maximum
technological latency values that the package can create are predictable. The BAG
value is the value that indicates the frequency of sending the packet with the relevant
VL. Jitter is the deviation value that can be between the sending frequency of the
packet. As a result, virtual links are elements that create a deterministic traffic flow
thanks to the configuration values they receive. There is no packet loss in this way,

and it is minimized. Latency values are predictable [[1]].
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2.2.1.2 Switch

ARINC 664 Switch is equipment that directs traffic flowing by end systems or other
switches. This equipment has various functional blocks within itself, shown in
Figure These blocks are policing, filtering, switching, configuration table, and
monitoring functions [49]] [50]. The mentioned blocks provide the necessary checks of
the incoming packets for the ARINC 664 switch to implement the ARINC 664 protocol
properly. As a result, the package is dropped if the incoming packages do not come
with the desired configurations and features. Otherwise, the packet is forwarded and
exits the relevant port. In addition, the end system in the switch is used to receive
the packets coming to the switch itself and to send the packets to be sent by the
switch. Detailed information about policing, filtering, switching, configuration table,

monitoring functions will be given in subsections.

2.2.1.2.1 Filtering Function

The ARINC 664 protocol is an Ethernet-based protocol [52]. It performs all the
packet filtering operations required by the Ethernet protocol. For example, Frame
Check Sequence (FCS) drops bad packets, packets with alignment errors, and packets
that do not match Ethernet’s packet size and structure without routing. However, we
also need to implement various filtering requirements that are the requirements of
the ARINC 664 protocol. The filtering module these operations. The first of these
operations is the package length in accordance with the VL parameters described in
Section None of the incoming packets should be smaller than the minimum
packet size (L,,;,,) of the corresponding VL. number and larger than the maximum
packet size (L,,,,). Anything outside of this range will be dropped directly. Another
filtering requirement is whether the incoming packets comply with the ARINC 664

15



MAC address requirement. The ARINC 664 MAC address must begin at 03:00:00:00,
and the first 32 bits must be fixed. The last 16 bits must represent the VL number [40].
While checking the MAC address, it also checks whether the relevant VL is valid. If
the related VL is not valid, it drops the packet because it does not have a destination
address to forward that VL to. As a result, the filtering module checks whether the
incoming packet is transferred without error and whether it is compatible with the
ARINC 664 protocol.

2.2.1.2.2 Policing Function

The module that runs the algorithms in which the VL-based traffic generated by the
end systems is controlled, is defined as policing. As stated earlier in section [2.2.1.1]
various VL parameters make the ARINC 664 protocol deterministic. These are the most
critical parameters that determine the traffic flow and rate. Although it is desired to
obtain a regular traffic flow with VL parameters, unpredictable or more than predicted
jitter or latency situations may occur between the end system and the switch in the
network. Also, the traffic flow may be disrupted due to an error situation on the end
system side. This may cause the frames to arrive earlier than the determined BAG
value. For these reasons, a token bucket algorithm regulates the traffic flow in the
switch. With this algorithm, packets arriving before the time interval determined by
the BAG value are dropped. In this way, a guaranteed bandwidth value reserved for
the relevant VL is provided. Thus, a reliable and deterministic network is obtained by
reducing the incoming frames different from the values specified in the configuration

and disrupting the traffic flow.

2.2.1.2.3 Switching Function

Switching is the most basic task of a developed switch, is done according to the
previously loaded VL table in ARINC 664 switches. In this VL configuration table, there
are destination and source addresses for the related VLs. As stated in Section|2.2.1.2.1]
the destination port is determined from this table after the source port control of the
related VL is passed. According to this data, the necessary routing is done. Therefore,
the routing in the switch works statically based on the VL configuration table. There
are other requirements that the ARINC 664 switching mechanism must implement.
Since it is a deterministic network, a port-based maximum delay value is determined
according to the needs of the network to be used. If the difference between the time
the last bit of the packet arrives at the switch and the moment the last bit leaves the
switch, those packets are dropped if the difference is above the determined maximum

delay value. The packets are routed according to the destination port specified in the
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VL configuration table if a delay is below the specified maximum delay. As another
feature, if there is a connection error in any of the ports to which the packets will
be forwarded, or if there is no connection, the packets going to the relevant port
are dropped. As a final feature, the switch also includes a preemption mechanism.
When defining VLs, their importance is also determined. ARINC 664 switches have
two different priorities. These are high and low. In this priority mechanism, packets
are put in different queues according to the priority value. They are taken from these

queues in order of importance and forwarded to the output ports.

2.2.1.2.4 Configuration Function

ARINC 664 is a network which is designed offline. After the creation of topology,
network traffic and specification is defined. A configuration table is created and
uploaded to switch concerning network specification. Every VL has parameters it
needs to run its switching, filtering, and policing mechanisms. The first of these is
the range that the length of the incoming ARINC 664 packet should be. Therefore,
Linand L

policing. BAG and jitter values are the variables needed for the policing mechanism to

max Values are determined. These are essential parameters for filtering and
work. Source, destination addresses, and Priority information are essential parameters
for the switching mechanism [53]]. Configuration tables with these specifications are
loaded into the switch. Therefore, if frames suitable for these configurations are not

sent from the end systems, the switch drops the sent packets.

There are also port-based configuration parameters in the switch. The purpose here is
to determine the specifications that the switch should have. These can be exemplified

as port speed, maximum delay time [[40], port state.

2.2.1.2.5 Monitoring Function

The Monitoring module is used to display the critical situations in the switch, detect
any fail status, and determine the modules that do not perform their duty in the switch.
These data are transferred to MIBs (Management Information Base) determined by
SNMP (Simple Network Management Protocol). As specified in the ARINC 664
standard [40]], monitoring data should be updated at 100 ms intervals. Therefore,
we need to keep MIBs up to date with a resolution of 100 ms with the SNMP protocol.
We also have a fault/health mechanism in the monitoring module. This mechanism is
responsible for detecting the vitally important errors identified earlier. In cases where
these errors are detected, it is directly responsible for informing the relevant places
with the error status. In other words, while it is sufficient to monitor some non-vital

situations, it is necessary to report some situations to the relevant modules as soon as

17



. TRANSMITTER 71

1

I|_vLiFFo  |——| REGULATOR [— I
_— |

Il vL2AFO  |——| REGULATOR

H31NA3IHIS

| vL128FIFO |——| REGULATOR —— » —> PORTA
1 1

| BRIl A St s e s B e e et B i o i . REDUNDANCY

- e e =t - ————— 5 NANAter «—

| VL1FIFO

: —> PORTB

VL2 FIFO

H3IXIdILINWAA

Il vL128FIFO

RECEIVER

S UL U OIS U U RN U —

Figure 2.8. Internal structure of end system

daln error occurs.

2.2.1.3 End System

The task of end systems is to send and receive data from various avionic elements such
as application, sensors, and actuators according to the ARINC 664 protocol. As seen in
Figure[2.8] the end system uses various modules while performing its tasks. The first of
these modules is the transmitter, enclosed in a box and named as transmitter. Frames
that need to be sent from the end system are prepared in the transmitter module and
sent from the end system. The another module named as a receiver in the exact figure.
Packets coming to the end system are forwarded to the upper layers by going through
the processes mentioned in section[2.2.1.3.2] Finally, there is the redundancy module
mentioned in section [2.2.1.3.3] which is used to ensure reliability.

2.2.1.3.1 End System Transmitter

The transmitter is shown in Figure[2.8] which prepares and sends the packets to be sent
from the end system in accordance with the ARINC 664 protocol. First, the VL. numbers
of the frames to be sent are determined. Each VL number has its queues. Frames to
be sent are transmitted to queues of their VL numbers. Having a different queue for
each VL simplifies the task of the regulator module. Because of the regulator module,
the packet sending interval is regulated according to the BAG and jitter values of the
relevant VL number as shown in Figure For example, VL 1 has a 1-millisecond

18



UNREGULATED TRAFFIC FLOW
I I
I

TN I

I
REGULATED TRAFFIC FLOW
I

I 1

I
I
I
|
|
I
I
I
I
1
1

REGULATED TR%AFFIC FLOW WiTH JITTER

]
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BAG and no jitter. In this case, the required time difference between the two packets
is one millisecond. These packets cannot be sent before one millisecond. However, if
the queue is empty, there are no other packets, and the next packet arrives after one
millisecond, the incoming packet can be sent as soon as it arrives. When the jitter
value is 10 microseconds, there may be a maximum 10-microsecond deviation in the
1-millisecond BAG interval between the two packets. As a result, as seen in Figure[2.9]
packets must be transmitted without disrupting the allocated BAG time interval when
sending from the scheduler’s output However, there may be deviations up to
the previously defined maximum jitter value. ARINC 664 frames go to the scheduler

module after the regulator.

2.2.1.3.2 End System Receiver

Receiver is shown in Figure which checks whether the packets coming to the end
system are in accordance with the ARINC 664 protocol and sends these packets to
the module that needs to be transmitted. The integrity checker controls packets with
respect to VL, BAG, and redundancy requirements. After these checks, the frames are
sent to the demultiplexer submodule. In the receiver module, as in the transmitter
module, there are queues for each VL. number. The demultiplexer sends the incoming

packets to the corresponding queue of the VL. number.

2.2.1.3.3 Redundancy Concept
The ARINC 664 protocol requires redundancy to ensure reliability. As seen in
Figure there is a redundancy module in front of the transmitter and receiver

modules. From the transmitter perspective, the redundancy module creates a copy
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of all the packets to be sent from the transmitter. Frames that are duplicates of each
other must be understood in the destination end system. Therefore, it adds 1 byte of
sequence number data to the end of identical packets. Sequence numbers take values
sequentially from O to 255. When 255 is reached for the first time, they return to 1
and count up to 255 again. It returns to 1 and counts up to 255 until the system is
reset or stopped and restarted. In cases where the system has just started to work
or reset, the sequence number is started from 0. These two frames, which receive
the sequence number data and are copies of each other, are sent simultaneously from
the two Ethernet ports of the end system. These packets reach the same destination
end system by passing through the switches in the topology, which are backups of
each other. When the frames reach the destination end system, sequence numbers
of frames are checked. If the sequence numbers are the same, the skewmax value
are checked for redundant frames. The skewmax value is the difference when two
frames with the same sequence number arrive at the end system. This difference is
a configurable value. So if the frames come with a value greater than the configured
value, both frames are dropped. Otherwise, both frames are considered valid. After
passing all the checks, the redundant frame is dropped, and the original is transferred
to the receiver module.
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3

ORTHOGONAL ARRAYS

Orthogonal arrays (OAs) [[11] are among mathematical tools to design an optimum
mix of multiple variables in a set of experiments. They are effective in reducing
the number of experiments, where, otherwise, a prohibitively large number of
combinations would be needed[5-7]][[11]. They are classified as the same and mixed
level OAs as described in Sections (3.1 and respectively.

3.1 Same level OAs

In general, an OA is defined as a 4-tuple:

OA(N,F,L,S), (3.1

where

N is the number of experiments (also referred to as runs) which represents the
number of rows in an OA.

* F, called a factor, is the number of columns in an OA, where each column

corresponds to a variable of an experiment.

* [ is the number of levels, representing the number of distinct values that a factor
can take. It is possible that, in a given experiment, different factors may possess
different levels.

* S is called the strength of an OA (0 < S < F). An OA is designed in such a
way that the number of rows needed to cover S-wise combinations of variables
is given as L° [5]. When S = F, all possible combinations of variables will be
included in the experiment. A user can select the degree of combinations of
variables to be considered by setting smaller values for S.
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Table 3.1. Example for same level OA: an experiment with 3 factors each with 2
levels

Runs fi

S
P

oINS | [W|DN

R lRr|Rr|[~r|]O|lO|O]| O
R |lRr|lO|lO|R|R|O|O
R |lo|lr~r|lo|l~|lOol|lr|o

When all F factors have the same number of L levels, the OAs are referred to as the
same level OAs. For a given experiment having F factors with L levels, there are LF
possible runs to cover all combinations of variables (assuming that all factors have
the same number of levels L). OAs allow for reducing the number of runs to LS
by selecting an S value to cover S-wise combinations of variables. For example, all
pairwise combinations of variables can be covered when S is set to 2. The number of
runs can be further reduced as N = A - L% due to time limitations, where A is a real
number between 0 and 1 [|9]][[54]. Selection of A is determined by testers depending
on the complexity and the number of parameters of a given system under test such

that smaller values are preferred for complex systems.

Let us consider an experiment with F = 3 factors, each with L = 2 levels. Without
using an OA, the number of runs required to cover all possible combinations of
variables is 2° as shown in Table We can observe that all possible situations
between any two factors appear more than once in Table For example, (f; =
0, f, = 1) is listed twice for factors 1 and 2 in runs 3 and 4, respectively. Orthogonal
arrays eliminate such repetitions and reduce the total number of runs for experiments
with large number of factors and levels. If we design an OA for this example with
all factors having 2 levels and selecting the strength as S = 2, we will have a total
of N = 22 runs. In this case, the OA will be represented as OA(4, 3, 2,2) as shown in
Table
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Table 3.2. Example for same level OA: runs for OA(4,3,2,2)

Runs f; f, f5
1 0 0 0
2 0 1 1
3 1 0 1
4 1 1 0

3.2 Mixed level OAs

In the OAs described in Section all factors have the same number of levels.
However, it is possible that, in real-life situations, some factors may have different
number of levels to be tested. For example, in an ARINC 664 switch, mapping
incoming traffic flows to outgoing ports may have a large number of possible
assignments to be tested (e.g., up to 24 ports), whereas the number of different
priorities for a flow may require much fewer options (e.g., two priorities of High and
Low). OAs whose factors have different levels are called the mixed level OAs. The tuple
defining a mixed level OA is given as [|5]:

OA(N, LI LI LIF 5y (3.2)

where |F;| is the number of different factors with the same number of levels L; for
(i=1,2,...,v)and >,_, |F;] =F. N and S are defined in Eq. (3.I). For a factor F;
with the number of levels L;, the number of possible runs will be L;¥!l, which may be
restricted by selecting an appropriate value of strength S as LiS as discussed above for
the same level OAs. N, the number of runs, is selected in such a way that it is the least
common multiplier of the number of S—wise factor level combinations. For a pairwise
coverage, the combinations between any two factors can be generated as L; - L; for

i#jandi,j=1,...,F. The generalization to S—wise combinations is studied in [|5]].

As an example, consider an experiment with F =5 factors, where F; = 4 of them are
with L; = 2 levels and one factor F, = 1 with L, = 3 levels. For the factors having
2 levels, the number of possible runs is L|1F1| = 2* whereas, for the factor having
3 levels, there are L'ZF2| = 3! possibilities. Without using OAs, there are a total of
L'lF1| . L'zF2| = 48 runs for this example experiment. Suppose that we are interested in
pair-wise combinations of these factors (i.e., S = 2). A mixed level OA can be defined
as (12,2%3',2), where N = 12 is calculated as the least common multiplier between
the pair-wise combinations of any two factors. Since there are two levels (i.e., 2 and

3), the number of different combinations between any two factors can only be 2:2 = 4
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or 2 -3 = 6 with the least common multiplier is 12, which is the number of runs in

Table 3.3l
Table 3.3. Example runs for a mixed level OA=(12,2%3!,2)

Runs £ f, f; £, f;
1 0 0 0 0 0
2 0 1 0 1 0
3 1 0 1 0 0
4 1 1 1 1 0
5 0 0 1 1 2
6 0 1 1 0 2
7 1 0 0 0 2
8 1 1 0 1 2
9 0 0 1 2 2

10 0 1 0 0 2
11 1 0 0 1 2
12 1 1 1 0 2
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4

TESTING AVIONICS NETWORKS USING ORTHOGONAL
ARRAYS

In this chapter, the test space and the use of the orthogonal array are discussed in
general. In Section the parameters that make up the test space of our equipment
to be tested and the values it can take are mentioned. In Section 4.2 it is mentioned
how much complexity is due to the values that the parameters that make up the test
space can take. Finally, Section describes the implementation of chained OA.

4.1 Test Space for DTN Switch

While traditional Ethernet switches perform switching function by routing frames from
input ports to output ports by means of MAC tables, DTN switches utilize statically
configured VL tables to route frames from input to output ports, where each frame
carries VL identifier within its frame header to be used for switching purpose. An
example DTN switch configuration, which is selected as the system under test (SUT),
uses 4 ports and operates at the speed of 1 Gbps. The DTN switch includes filtering,
policing, and switching features. A selected subset of parameters defining these
features such as minimum and maximum frame lengths, BAG, and priority are shown
in Table

For this example switch configuration, there are eight different BAG values (in
milliseconds) each indicating the time slot in which a VL needs to be transmitted.
For example, VLs with BAG = 2ms are guaranteed to be transmitted within an

interval of 2ms. L,;, and L,,,, values define the minimum and maximum frame

sizes, respectively (L,,;, < L,..,)- Although the ARINC 664 standard allows for frames
between 64 and 1518 bytes [|40], different minimum and maximum frame sizes within
these limits are permitted. For example, if a VL selects L,,, = 100 bytes, the switch
will not permit a 99-byte packet to be transmitted in this VL. A small sample of L,,;,, and
L4 Values are shown in Table Determining the BAG values for all VLs, together

with L,,;, and L,,,, values, will specify the maximum speed of operation for a switch.

min
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In deterministic networks, it is important to classify packets by their importance so
that they are prioritized in switch queues. For this example configuration, priority
values are defined as Low and High. The number of incoming and outgoing VLs into

a given port are selected to be eight distinct values between 192 and 3840.

4.2 Complexity of the Test Space

The number of VLs is an important parameter possibly indicating the traffic utilization
rate of the ports and eventually the determinism features of a switch. Based on
Table there are 4-8-8-8-2-8-8 = 262,144 different configurations for one
VL. Since the maximum number of VLs in our example SUT implementation is 4096,
the number of possible combinations of different VL configurations is prohibitively
large. In an example configuration driven from Table port 2 sends 1152 VLs to
output ports 3 and 4 with BAG = 64, L,,;, = 128, L,,,, = 1518 and with high priority,
whereas port 3 receives 384 VLs and port 4 the remaining 768 VLs (the total number
of VLs sent and received will be equal among all ports). For the parameters shown in
Table the total number of combinations C for a given VL becomes

C=B"-L'-LV-p/-P (4.1)

where B, V, L, L,, p; and P are the number of different values for BAG, VL, L,,;,., Linax>
priorities, and the number of ports, respectively. As an example with 1152 VLs for each

port, the resulting complexity of the test space can be expressed using Eq. (4.1) as:

C = gl152, glis2 glis2 91152 4 (4.2)

It is clear from Eq. that it is not possible to generate a test suite with a feasible
size without employing formal methods such as OAs. However, using OAs given in
Table may not generate test cases representing real-life usage of DTN switches.
For example, a run generated from Table with 2 ports, BAG = 4ms, L,,;, = 300,
L..ax = 1000, and high priority implies that all VLs will have the same number of BAG,
L..in Lma, and priority values. But, in a realistic scenario, each VL can independently
have any of the parameter values given in Table In Section we present an
approach, where a sequence of OAs are employed to remedy this limitation.
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Table 4.1. Sample configuration parameters for DTN switch

# of Ports | BAG (ms) | L., (Bytes)| L, .. (Bytes)| Priority | Incoming VLs | Outgoing VLs

1 1 64 1518 High 192 192

2 2 128 1400 Low 384 384

3 4 150 1300 576 576

4 8 200 1200 960 960
16 300 1100 1152 1152
32 400 1000 1920 1920
64 512 900 2880 2880
128 750 800 3840 3840

4.3 Using Chained OAs for DTN Test System

As described in Section[4.2] the DTN network features define a prohibitively large test
space. Although OAs can be used to reduce the test space significantly by limiting
the coverage to a subspace with pairwise combinations of factors, directly using the
parameters in Table [4.1|may inadvertently eliminate important test cases representing
real-life usage of DTN switches. In this thesis, we use chained OAs, where the test
factors are divided into groups and OAs are generated sequentially such that the
outputs of the first OA is used as the inputs for the next OA. Without loss of generality,
let us first present the chained OA for two groups of input parameters, namely F,
and F,,, where F,; UF,, = F. With chained OAs, first, the parameters for F,; that
are considered to be more influential in system performance are selected and OA
runs are generated with possibly higher values of strength S,,. This way, suppression
of different combinations is kept at minimum for this subset. After F,; is handled,

subsequent OAs are generated using the remaining parameters.

Let us consider an OA, called OA,,, with N, runs, F,, factors, each with level L,

gl>
and strength of S,;:

Fgq

OAg1(Ng1, L3, S 1) (4.3)

OA,, generates an orthogonal array with N,; rows and F,; columns as follows:
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where n; ; is the element of run i for factor j. Using the chained OAs approach, for

each element n, ; of OA,;, we generate a secondary OA, called OA, ;:

gl

Feo
OAi,j(ni,ja ng s SgZ)

where F,,

the secondary level orthogonal arrays, respectively (S,, < S,;). After applying the

L,, and S,, are the number of factors, levels and the strength selected for

chained OAs, the total number of runs will be:

N
2. 2.(0A) (4.4)

where OA, ; generates a matrix with dimensions of (n; ; x F,,). For the general case
with R subsets of F factors, where F,,U---UF,; = F, subsequent OAs can be generated

in a similar manner.

In testing a DTN switch, the number of VLs is the most critical parameter since it
directly impacts the determinism of traffic flows through port utilization. Therefore,
the first OA, called OA,,,

each of the four incoming and outgoing ports. Once these runs are generated by OA,,

is defined to generate runs with different number of VLs for

another OA, called OA,,, is needed to cover the individual parameters of each of these
VLs.

In defining OA,;,
switch is arranged for this study by eight different values from 192 to 3840 as shown
in Table 4.28 OA,,(256,8% 2), where 256 is selected as the feasible number of runs

and the strength is chosen as S = 2. Note that since the switch supports a maximum

the range of 1 to 4096 possible VLs for each of the four ports of a

of 4096 VLs, any cases that exceed this upper limit in OA,; are eliminated, resulting
in 256 rows being reduced to 143.

VL configurations assigned by OA,; to each switch port are determined by OA, ; using

the five (5) parameters shown in Table These parameters are selected as the most
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Table 4.2. DTN switch variables for OAs: the number of incoming VLs to ports for

OA,,

Number of VLs

Port 1 Port 2 Port 3 Port 4
192 192 192 192
384 384 384 384
576 576 576 576
960 960 960 960
1152 1152 1152 1152
1920 1920 1920 1920
2880 2880 2880 2880
3840 3840 3840 3840

Table 4.3 DTN switch variables for OAs: test parameters for VLs for OA, ;

ff of Ports BAG (ms) L.in (Bytes) | L., (Bytes) Priority

1 1 64 1518 High
2 2 128 1400 Low
3 4 150 1300
4 8 200 1200

16 300 1100

32 400 1000

64 512 900

128 750 800
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influential ones on testing switch performance: OA, ;(n, ;, 418321 2), where n; ; is the

number of runs for element at i*" row and j** column generated by OA,;.

For the sake of simplicity, this study assumes that there are 4 ports in this
implementation of a DTN switch and, hence, there are a total of 143 -4 = 572
orthogonal arrays generated based on Table 4.2}

143 4

>> 04, (4.5)

i=1 j=1
where OA; ; is a matrix with the dimensions of (n;; x F,,), n;; ranging from 192
to 3840 from Table and F,, = 5 is the number of columns in Table
Therefore, 572 different matrices with the dimensions of n;; X 5 are generated for
this simplified version of DTN switch, where each matrix corresponds to a different
switch configuration. The total number of VL configurations ranges approximately
from 143 -4-192 = 109,824 to 143 - 4 - 960 = 549,120. Note that there are multiple
test cases in each configuration as described in Section
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5)

IMPLEMENTATION OF DTN TEST SYSTEM

In this chapter, the preparation process which are creating OAs and preparing AIM
before the implementation of the test automation system and the implementation
of the test automation system are explained step by step. First critical point is
determining the parameters and obtaining orthogonal arrays. After that, the AIM

test tool are used to test automation system with generated configuration file. These

sections are described in Section[5.1.1/and [5.1.2 After the preparation process, the

implementation of the test automation system is explained in the Section[5.2] Finally,
the current state of the system is mentioned in Section

5.1 Preparation to Implementation

There are two preparation phases before the implementation of the test system. One
of them is to generate the OA configurations described in Section Another is
to adapt the AIM test tool described in Section to the test environment to be
applied.

5.1.1 Preparation of Configuration Files

In order to run the tests, it is necessary to prepare the inputs to be given to the
system before the test environment is set up and the system starts to test. Therefore,
important decisions affecting the implementation are taken during this process. The
first of these decisions is to determine the parameters for the OA which is shown
in Figure While determining these parameters, it is one of the issues that the
configuration files of the SUT to be tested and the AIM test equipment are the same.
Because according to the configuration file, AIM is generated traffic and test the SUT.
In addition, generating the configuration file in different formats for both AIM and
SUT is an additional workload. As a result, a number of critical parameters which are
common for AIM and SUT are decided upon.
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run_size = 256
number_of factors
factor_levels= [&

strength= 2

arrayclass=oapackage.arraydata t(factor levels, run_size, strength, number of factors)
print("arrayyclass:", arrayclass)

Figure 5.1. Parameters of oapackage python script

DEFINING OA FOR FIRST STEP
PARAMETERS OF CHAIN

REDUCING ROWS
HIGHER THAN 4096
VLS

OA FOR SECOND STEP
OF CHAIN

Figure 5.2. Architecture and information flow of DTN test system

Another important decision is how to focus on a scenario after the parameters are
determined. The decisive factor for the scenario is that the equipment to be tested is
the switch. Different traffic rates that will enter through the switch’s ports have been
a milestone that created the scenario. The parameter that determines the different
traffic rate is the number of VL. Because the data rate is determined according to
the number of VLs to be entered and the characteristics of these VLs. Therefore,
the scenario required for the first step of the chained orthogonal array which is
shown in Figure [5.2] as a second step, is formulated with Eq. and performed
with the parameters specified in the Table This formulated OA was produced
with the python library called oapackage. This python library accepts variables
specified in Figure as parameters. As stated in Eq. a OA is obtained by the
oapackage.arraydata_t command by providing parameters in the same way as
the variables specified in Figure [5.1] The resulting OA is shown in Section in a
matrix format with 4 rows which are represented to ports and 256 rows which are

represented to a numbers of VL configuration files.

Switch are designed to store the configuration of a maximum number of 4096 VLs.
The sum of the four ports values in each row in the first OA result indicates the total
number of VLs contained in a configuration file. The sum of some rows of OA is greater

than 4096. Therefore, with a script written, rows which have a total VL. number greater
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than 4096 are removed from OA which is step three in Figure In this way, 143

rows remain.

With the first orthogonal array, different number of VLs to enter from 4 ports are
defined for 143 different configuration files. Thanks to step 2 of chained OA,
configurations of VL. numbers defined for each port will be obtained. Using the code in
Figure the new parameters are used to create the configuration files for VL in step
2 of the chained OA. The VL numbers determined for each port in the first OA are used
as the run_size specified in the code in Figure for the second OA, which is step
four in Figure Thus, the result of the first OA is used as the input of the second.
The critical point here is that four separate OAs are generated for four existing ports
in a row. The resulting four different OA files are combined end-to-end and become a
single OA. If the VL number of the first file ends with 192, then the VL number of the
two files is counted from 193 to 192 + run_size. Thus, 143 files which are input to

the test system, are obtained.

5.1.2 Preparation of AIM Test Tool

AIM is a test equipment that contains various test scenarios to perform functional
and performance tests. This test equipment consists of an ARINC 664 end system
and pba.pro software. The software is working as a simulation tool, monitoring and
analysis task. At the same time, it supplies the Run time informations, global statistics,
VL-Activity and Event-Log information. AIM captures and monitors the frames coming
from the switch chronologically [21]].

AIM is important in facilitating the work done thanks to the contained test scenarios. It
has classified all functional tests of the switch under ten headings. Four of these tests,
which are the most basic of their classes, were used. These are filtering, policing,
switching, and performance tests. Under each of these test titles, there are different
test cases that test a feature of the switch related to that title [21]. The main purpose
here is to run 143 configuration files that we produced for our own switch with AIM.
The needed thing to do here is to create a script that will load these configurations

into our switch and AIM.

5.2 System Architecture

A high level architecture of a DTN switch test system and its information flow are
presented in Figure First, OA model parameters representing realistic operation
of the switch are determined as presented in Tables [4.2]and[4.3] These parameters
include the number of switch ports, possible number of VL. combinations to be used
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Figure 5.3. Architecture and information flow of DTN test system

for each port and the set of VL parameters to be included in OA array runs. The
selection of switch parameters is an important step in test generation process since
there are typically multiple trade-offs between a feasible number of test cases and a
desired coverage of switch features that need to be decided together by the systems
engineers, developers and test engineers. The current implementation of the DTN test
system generates executable test scripts using the chained OAs method described in
Section which are applied to an SUT using a commercial tool called AIM [[13]].

Once the OA parameters are determined (e.g., the number of runs and the factors with
their levels), the next step is to construct the OAs with the desired level of strength. In
step 1 of Figure[5.3] the OA tables were generated using an open source Python library,
called oapackage [[12]], whose capabilities were suitable for the study presented in this
thesis. The chained OA method uses two different stages of OAs for this case study.
In the first OA output, combinations of different number of VLs that can be assigned
to each of the four switch ports are generated. The inputs used in this thesis for
generating the first OA are given in Table Then, each element of first OA output
is used as the number of runs for the second stage OA to determine the remaining
parameters such as BAG, L,,;,, L., and priority as shown in Table

The outputs of the chained OA method are now ready to be converted to SUT
configurations, which define the operational characteristics of a DTN switch. Since
AIM is used as the tool to apply the tests to the SUT, similar conversions are performed
to prepare the corresponding AIM configurations, as depicted in step 2 of Figure
With these configurations, test cases are executed by generating data frames, sending
and receiving them to and from the SUT ports and checking their validity with respect

to the expected outputs (step 3 in Figure|5.3)).
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ConfigName Passed Fail Not Run ElapsedTime LastFinishTime Status

Cumulative Result 1 Configl 3:35:21 1:40:27 run
24.2% 2 Config2 2:43:46 1:11:42 Idle
i£8.290 !

3/ Config3 2:38:38 1:06:34 Idle
15.2% 60.6%

@ Pass @ Fail @ Not Run

Group Passed Fail NotRun ElapsedTime LastFinishTime Status
1 Filtering Function I 1:10:35 0:00:01 Idle
Configl 2 Policing Function 0 1:08:32 0:00:00 run
3 Switching Function 0 1:11:06 0:00:00 Idle
40.91% 4 Basic Communication 0 0 0:05:08 0:00:00 Idle
54.55%
4.55%;
Test Passed Fail ElapsedTime LastFinishTime Status
1| CrcError 1 0 05714 0:02:34 idle
Filtering Function 2 FrameSizeOver1518Error 1 0 0:01:02 0:03:36 idle
28.57% 3 FrameSizeUnder64Error 1 0 0:02:40 0:06:16 idle
‘ 4 FrameAliError o] 1 0:02:30 0:08:44 idle
57.14% 5 FrameLMinError 1 0 0:02:45 0:11:31 idle
14.29% 6 FramelLMaxError o] 0 0:01:50 0:13:21 idle
7 FrameMacConstError o] 0 0:02:34 0:15:55 idle

Figure 5.4. GUI sample for real-time status monitoring of DTN test system

Because there are large number of tests to be executed on SUT, logging the test
results and generating appropriate reports are important for the test system (step
4 in Figure [5.3). In addition, since the tests are expected to run for many hours
in a continuous manner, observing the status of the test progress in real-time is an
important requirement for the test system. The GUI shown in Figure|5.4|is an example
for test monitoring capabilities of the test system, which depicts switch configurations,
the number of tests that are already run, pass/failure ratios, and the expected time
of the completion. By clicking on any of the tabs on the GUI, test engineer will have

access to more detailed outcomes of a given test.

5.3 Current Status of Test System

We estimate that, using chained OAs, the test suite will deploy hundreds of thousands
of VLs to verify real-life scenarios that the SUT is expected to be exposed. Currently,
the test suite includes 143 switch configurations, each of which represents a different
setting for distinct usage of the DTN switch in the field. Each switch configuration
will be run continuously for 3-4 hours, representing a realistic load for typical avionics

applications.
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6

RESULTS AND DISCUSSIONS

Test generation for network switches used in safety critical avionics systems is a
significant challenge since these systems possess a large number of configuration
options and high speed operation using thousands of virtual connections. There
are prohibitively large number of test cases if one wishes to include all possible
combinations of switch configuration parameters. One popular tool to reduce number
of tests is OAs, especially suitable for complex industrial applications. In this thesis,
we presented chained OAs method, where test parameters are divided into multiple
groups and the OA generated for a group is used as an input for the next group.
Independent of implementation or employed test architecture, chained OAs method
can be applied to any SUT with large number of test parameters. For test generation
of DTN switches, we defined two groups, where the first group deals with different
number of virtual connections to be assigned to each switch port and the second
one determines the remaining switch parameters such as transmission time gaps,
minimum and maximum frame sizes and priorities. The test cases generated by the
chained OAs method were converted into executable test scripts, which were applied

to an SUT by a commercial test system.

Future extension of this work includes development of OAs that incorporate
parameters defined for single and multiple end systems and reliability test suites
for interoperability of switch and end systems for avionics applications. We expect
that these extensions will be capable of representing real-life usage of deterministic
avionics network systems and, hence, provide more effective test cases. We also plan
to present a formal study to explicitly quantify the complexity and efficiency trade-off
achieved by the chained OAs approach.
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